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W6300

W6300 is a Hardwired Internet Controller that supports Quad SPI, a high -speed synchronous
interface that can maximi ze 100Mbps Ethernet communication speed, based on WIiZnet's
Hardware TCP/IP technology that supports IPv4/IPv6 Dual Stack. W6300 is an Embedded
Internet one chip controller that supports TCP/IP such as TCP, UDP, IPv6, IPv4, ICMPV6,
ICMPv4, IGMP, ARP, PPPoOE, as well as 10 Ba3¢ 10 Base-Te/ 100 Base-TX Ethernet PHY

and Ethernet MAC Controller, suitable for the high -speed loT device applications.

W6300 provides 8 independent hardware sockets, and users can allocate 64KB memory (TX
32KB, RX 32KB) for Ethernet transmission and reception from OKB up to 32KB to each
socket. In addition, various commands are provided to use ARP, PINGv4, and PINGv6

witho ut using the socket, and users can easily implement IPv6 auto -configuration.

The Target HOST Interface of W6300 is composed of Quad SPI and Parallel System BUS, and in
the case of Quad SR, it provides Single/Dual/Quad Mode. Finally, the W6300 is available in

two types of 48 EPADLQFP and 48 QFN leadree packages for low -power designs with

features such as Wake On LAN (WOL) and Ethernet PHY Power Down Mode.

W6300 o Hardwired Dual TCP/IP Stack Controller 2/146



6‘? IZnet

Features

Supports hardwired TCP/IP protocols

: TCP, UDP, IPv6, IPv4, ICMPvV6, ICMPv4, IGMP, MLDv1, ARP, PPPoE

Supports IPv4/IPv6 dual stack

Supports 8 independent SOCKES simultaneously with 32KB memaory

Supports SOCKETess commands

: ARP, ICMPVGARP,DAD, NA, RS)command for IPv6 auto-configuration & network
monitoring (PING, PING6)

Supports Ethernet PHY power down mode & system clock switching for power save
Supports wake on LAN over UDP

Supports serial & parallel HOSTinterface

: High speed SPI(MODE 0/3), system BUSwith 2 address signak & 8bit data
Internal 32Kbytes memory for TX/ RX Buffers

10BaseT/ 10BaseTe / 100BaseTX Ethernet PHYintegrated

Supports auto negotiation ( full/h alf duplex, 10 and 100 -based)

Supports auto-MDIX onlyon auto-negotiation mode

Does rot support IP fragmentation & jumbo packet

3V operation with 5V I/O signal tolerance

Network indicator LEDs (full/ half duplex, link, 10/100 speed, active)

48 Pin EPABLQFP& QFN lead-free package (7x7mm, 0.5mm pitch)

Target Applications

WB6300 can be used in various application s.

Home network devices: set-top boxes, PVRs,digital media adapters
Serial-to-Ethernet: accesscontrol, LED display, wireless AP relay
Parallel-to-Ethernet: POS / mini printers, copy machine
USBto-Ethernet: storage devices, network printers
GPIGOto-Ethernet: Home network sensors

Security systems: DVR network cameras, kiosks

Factory & home automation

Medical monitoring equipment

Embedded servers

Internet of Thing (IoT) devices

loT cloud devices

Etc
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1. PIN Description

0 oo m o0 ¥ . 3838
= o00o00a3888¢8S8
IEEsEisinnnininnniin
(] L9} < ™ A - o (o2} [ee] N~ O
DAT1L | 38 23 | ] cOLn
DAT2[ | 39 22 || ACTn
DAT3[__| 40 21 || DPXn
DAT4 | 41 IZHet 20 || SPDn
DAT5. | 42 19 | | LNKn
DAT6l | 43 W6300 18 | ] 1v2D
DAT7 | 44 17 | ] GND12
INTR[__| 45 16 || 1v2A
RST | 46 LOT Number 15 [ | GNDA
1v2pl | 47 Weekly Code 14 ] 3v3A
GNDAL__| 48/ 13 [ ]1v20
HIIRERERERERERVRERIANE
Z 0o Z 0o 5
o &
Figure 2 W6300Pin Layout
Table 1 Pin Type Notation
Type Description
| Input
@] Output
M Alternate (Multi -function) Signal
U Internal pulled -up 75Ko resistor
D Internal pulled -down 75Ko  resistor
A Analog
P Power & Ground
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1.1 PIN Description

Table 2 PIN Description

PIN # Symbol | Type | Description

1 TXON AOQ | Differential Transmitted Signal Pair
Transmits data to the media through the TXOP/TXON
2 TXOP AO differential pair in MDI mode.
3 VoA AP Analog 1.2V Power
Must be supplied by the voltage source of 1V20 (Pin 13).
4 RXIN Al Differential Received Signal Pair
Receives data from the media through the RXIP/RXIN
5 RXIP Al differential pair in MDI mode.
6 GNDA AP | Analog Ground
7 3V3A AP | Analog 3.3V Power

Off-chip Bias Resister
8 REST BG] AO |Must be connected to Analog

external resistor.

Digital 1.2V Power
9 1v2D P

Must be supplied by the voltage source of 1V20 (Pin 13).

10 3V3D P Digital 3.3V Power

25MHz Clock

Connect a 25MHz crystal or oscillator for the internal

11 XST Al system clock (SYS_CLK).

W6300 converts this to 256MHz or 150MHz and uses it as

SYS_CLK.

In normal mode, SYS_CLK is 150MHz

In low frequency mode, SYS_CLK is 25MHz

12
Xs© AO | « cAUTION If an oscillator is used, it must be 25MHz @

1.2V Only XSCI should be connected; XSCO must remain

unconnected (floating).

ref) Crystal Selection Guide, (same as W5100%

13 1v20 PO | Internal Regulator 1.2V Power Output
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This pin outputs a 1.2V power generated by the W6300's
internal regulator (up to 150 maA).

It must be externally routed to both  1V2A (analog) and
1Vv2D (digital) power inputs through proper decoupling

and filtering circuits.

In the reference design, it is recommended to use 0.1 CF
and 1 CF capacitors for stabilization, and ferrite beads
(e.g., HH-1M1608121JT) to isolate analog and digital
domains.

ref) W6300 ref-schematic

* CAUTION: This output is intended for use  only by the

W6300 itself . Do not use it to power external devices.

14 3V3A AP | Analog 3.3V Power
15 GNDA AP | Analog Ground
Analog 1.2V Power
16 1V2A AP . )
Must be supplied by 1V20 (Pin 13).
17 GNDA AP | Analog Ground
Digital 1.2V Power
18 1v2D P . )
Must be supplied by 1V20 (Pin 13).
Link Status LED
Valid only in QSPI or Parallel Bus Mode.
19 LNKn ou
Low : Link up
High : Link down
Link Speed LED
Valid only in QSPI or Parallel Bus Mode.
20 SPDn ou
Low : 100Mbps
High : 10Mbps
Link Duplex LED
Valid only in QSPI or Parallel Bus Mode.
21 DPXn ou
Low : Full-Duplex
High : Half -Duplex
Link Activity LED
22 ACTn ou

Valid only in QSPI or Parallel Bus Mode.
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No Flash: Link up state without TX/RX
Flash: Link up state with TX/RX

High : Link down state

Link Collision Detect LED

Valid only in QSPI or Parallel Bus Mode.
23 COLn ou
Low : Collision Detected

High : No collision

24 3v3D P Digital 3.3V Power

25 MODO ID W6300 Mode Selection

26 MOD1 ID | Interface mode is selected by MOD[3:0]

27 MOD2 D | 000006 : QSPI Mode

000016 : Parallel Bus Mode

28 MOD3 ID
Others : Reserved

W6300 Chip Select
29 CS U Low : Select

High : No select

QSPI Clock

Required in QSPI mode.
30 SCLK ID

Must be connected to GND or left floating in Parallel Bus

mode.

Digital 1.2V Power
Must be supplied by 1vV20 (Pin 13)

31 1va2D P

QSPI Data 0 / Address 0

QDO/ADD In Single SPI Mode MOSI
32 IOM
RO In Dual/Quad Mode : Data bit 0O

In Parallel Bus Mode: Address bit 0

QSPI Data 1 / Address 1

QD1/ADD In Single SPI Mode MISO
33 IOM
R1 In Dual/Quad Mode : Data bit 1

In Parallel Bus Mode: Address bit 1

QSPI Data 2 / Read Strobe
34 QD2/RDn | IOM | In QSPI Mode Data bit 2

In Parallel Bus Mode: Read strobe signal

QSPI Data 3 / Write Strobe
35 | QD3/WRn| IOM | In QSPI Mode Data bit 3

In Parallel Bus Mode : Write strobe signal
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36 3v3D P Digital 3.3V Power
37 DATO 10U
38 DAT1 [0]V]
39 DAT2 IOU | 8-bits Data Bus
40 DAT3 IOU | In Parallel Bus Mode: Used for data exchange with the
41 DAT4 IOU | host
42 DATS IOU | In QSPI Mode Must be left floating
43 DAT6 10U
44 DAT7 10U
Interrupt

Triggered during Ethernet communication events.

45 INTn 0 Low : Interrupt occurred

High : No interruption

Refer to registers: IEN, INTPTMR, IR, SIR, SLIR

Reset

Assert Low for at | east 1.
46 RSTn | W6300 requires 60.3ms after reset to complete

initialization.

ref) 9.3.1 Reset Timing

Digital 1.2V Power
Must be supplied by 1vV20 (Pin 13).

47 1va2D P

48 GNDA AP | Analog Ground
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2. Memory Map

Blocks Select Bits Blocks 16bits Offset Address Physical
Valid Range 32KB RX Buffer
OXFFFF———» OX7FF
11111 (0X1F) |Socket 7 RX Memory X Socket 7
RX Buffer (4KB)|
X| 0x7000
1111 1E ket 7 TX M
0(Ox1E) |Socket lemory HXE SotkelR
11101 (0x1D) |Socket 7 Register OXEO00 0x6000 RX Buiffer (4KB)
Socket 5
11100 (0x1C) |Reserved
0X5000 RX Buffer (4KB)|
11011 (0x1B) |Socket 6 RX Memory Socket 4
11010 (0x1A) |Socket 6 TX Memory Socket 7 RX Memory oxdono| X Buffer (4KB)
11001 (0x19) ki e
X. Socket 6 Register
g oxa000|_ RX Buifer (4KB)
11000 (0x18) [Reserved Socket 2
RX Buffer (4KB)|
10111(0x17) |Socket 5 RX Memory Ox1FFF 0x2000
Socket 1
10110(0x16) |Socket 5 TX Memory Bripp RX Buffer (4KB),
%(%FH Socket 0
10101 (0x15) |Socket 5 Register
0x00!
0X0000 RX Buffer (4KB)|
10100 (0x14)  |Reserved
Physical
10011 (0x13) |Socket 4 RX Memory 32KB YFX Buffer
10010(0x12) |Socket 4 TX Memory OXFFF OX7FF
Socket 7
10001 (0x11 i
(0x11) |Socket 4 Register ERL ox7000|_TX Buffer (4KB)
10000 (0x10) |Reserved Sot;fl:;et(ﬁ )
TX Buffer (4KB)
01111 (OXOF) |Socket 3 RX Memory OxE000 Ox6000 -
01110 (0x0E) |Socket 3 TX Memory oxs000|_TX Buffer (4KE)
Socket 4
01101 (0x0D) |Socket 3 Register
Socket 1 TX Memory oxaopo| X Buffer (4KE)
01100 (0x0C) |Reserved Socket 3
TX Buffer (4KB)
01011 (0x0B) |Socket 2 RX Memory 0x3000 L)
Socket 2
01010 (0x0A) |Socket 2 TX Memory OXIFFF ?L%?:O TX Buffer (4KB)
01001 (0x09) |Socket 2 Register - E‘&/ Tx?gocfrelé‘ v
X uffer
01000 (0x08) |Reserved " %(69%
Socket 0
00111 (0x07) |Socket 1 RX Memory 0x000 oxooool__TX Buffer (4KB)
00110 (0x06) |Socket 1 TX Memory
00101 (0x05) |Socket 1 Register
00100 (0x04) |Reserved
0x420F
00011 (0x03) |Socket 0 RX Memory Network config. Block 8"%89%
. X
00010 (0x02) |Socket 0 TX Memory PHY config. Block ag&)gg
00001 (0x01) |Socket 0 Register System config. Block %gggg
Common Register Chip ID Block
00000 (0x00) g p 0X0000
Figure 3 W6300 Memory Map
In Figure 3, W6300consists of the below blocks.
- 1 x Common Register Block, 7 x Reserved Block
- 8 x SOCKETN Register Block
- 8 x SOCKE™T TX Buffer Block
- 8 x SOCKETN RX Buffer Block
EachSOCKEm TX Buffer Block (0 O n O 7) is init

Each block can be reallocated to 0, 1, 2, 4, 8, 16, or 32KB using the Sn_TX_ BSR register (see

section 4.2.23). The total allocated size of all SOCKET n TX Buffer Blocks must not exceed 32KB.
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Each SOCKER RX Buffer Block (0 O n O 7) is also initia
memory. Each block can be reallocated to 0, 1, 2, 4, 8, 16, or 32KB using the Sn_RX_BSR register

(see section 4.2.27).

The total allocated size of all SOCKET-n RX Buffer Blocks must not exceed 32KB.
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3.  W6300Registers

3.1 Common Register

Offset Register Type? Reset
0x0000 | Major CIDRO (Chip Identification Register) RO 0x61
0x0001 | Major CIDR1 RO 0x00
0x0004 | Minor CIDR2 RO Ox11
0x2000 | SYSR (Systens$tatus Register) RO 0x0U
0x2004 | SYCRO (System @nfig Register 0) WO 0x80
0x2005 | SYCR1 R=W 0x80
0x2016 | TCNTR (Tick Counter Register) RO 0x00
0x2017 | TCNTR1 RO 0x00
0x2020 | TCNTCLRTCNTRClear Register) woO 0x00
0x2100 | IR (Interrupt Register) RO 0x00
0x2101 | SIR (SOCKET Interrupt Register) RO 0x00
0x2102 | SLIR (SOCKEIEss Interrupt Register) RO 0x00
0x2104 | IMR (Interrupt Mask Register) R=W 0x00
0x2108 | IRCLR IR Clear Register) \We 0x00
0x2114 | SIMR (SOCKET Interrupt Mask Register) R=W 0x00
0x2124 | SLIMR (SOCKHEss Interrupt Mask Register) R=W 0x00
0x2128 | SLIRCLRSLIRClear Register) \Wie; 0x00
0x212C | SLPR (SOCKETess Prefer Source IPv6 Address Register) R=W 0x00
0x2130 | SLCR (SOCKHess Command Register) RW,AC| 0x00
0x3000 | PHYSR (PHtatus Register) RO 0x00
0x3008 | PHYRAR (PHY Register Address Register) R=W 0x00
0x300C | PHYDIRO (PHY Data Input Register) R=W 0x00
0x300D | PHYDIR1 R=W 0x00
0x3010 | PHYDORO (PHY Data Output Register) RO 0x00
0x3011 | PHYDOR1 RO 0x00
0x3014 | PHYACRPHY Access Control Register) RW,AC| 0x00
0x3018 | PHYDIVR (PHY Division Register) R=W 0x01
0x301C | PHYCRO (PHY Control Register 0) WO 0x00
0x301D | PHYCR1 R=W 0x40
0x4000 | NET4MR (Network IPvAMode Register) R=W 0x00
0x4004 | NET6MR (Network IPvBVode Register) R=W 0x00

1 ref) 4 Register Descriptions
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0x4008 | NETMR (Network Mode Register) R=W 0x00
0x4009 | NETMR2 (Network Mode Register 2) R=W 0x00
0x4100 | PTMR (PPP Link Control Protocol Request Timer Register) R=W 0x28
0x4104 | PMNR (PPP Link Control Protocol Magic numbeRegister) R=W 0x00
0x4108 | PHARO PPPoEHardware Address Register on PPPoE) R=W 0x00
0x4109 | PHAR1 R=W 0x00
0x410A | PHAR2 R=W 0x00
0x410B | PHAR3 R=W 0x00
0x410C | PHAR4 R=W 0x00
0x410D | PHARS R=W 0x00
0x4110 | PSIDRORPPoESession ID Register) R=W 0x00
0x4111 | PSIDR1 R=W 0x00
0x4114 | PMRUR (PPPoE Maximum Receive Unit Register) R=W OxFF
0x4115 | PMRURL1 R=W OxFF
0x4120 | SHAR (Source Hardware Address Register) R=W 0x00
0x4121 | SHAR1 R=W 0x00
0x4122 | SHAR2 R=W 0x00
0x4123 | SHAR3 R=W 0x00
0x4124 | SHAR4 R=W 0x00
0x4125 | SHARS R=W 0x00
0x4130 | GAR (Gateway IP Address Register) R=W 0x00
0x4131 | GAR1 R=W 0x00
0x4132 | GAR2 R=W 0x00
0x4133 | GAR3 R=W 0x00
0x4134 | SUBRO (Subnet Mask Register) R=W 0x00
0x4135 | SUBR1 R=W 0x00
0x4136 | SUBR2 R=W 0x00
0x4137 | SUBR3 R=W 0x00
0x4138 | SIPRO (IPv4source Address Register) R=W 0x00
0x4139 | SIPR1 R=W 0x00
0x413A | SIPR2 R=W 0x00
0x413B | SIPR3 R=W 0x00
0x4140 | LLARO (Link Local Address Register) R=W 0x00
0x4141 | LLAR1 R=W 0x00
0x4142 | LLAR2 R=W 0x00
0x4143 | LLAR3 R=W 0x00
0x4144 | LLAR4 R=W 0x00
0x4145 | LLARS R=W 0x00
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0x4146 | LLARG6 R=W 0x00
0x4147 | LLARY R=W 0x00
0x4148 | LLARS8 R=W 0x00
0x4149 | LLAR9 R=W 0x00
Ox414A | LLARLO R=W 0x00
0x414B | LLAR11 R=W 0x00
0x414C | LLAR12 R=W 0x00
0x414D | LLAR13 R=W 0x00
Ox414E | LLAR14 R=W 0x00
Ox414F | LLAR15 R=W 0x00
0x4150 | GUARO (Global Unicast Address Register) R=W 0x00
0x4151 | GUAR R=W 0x00
0x4152 | GUAR R=W 0x00
0x4153 | GUAR R=W 0x00
0x4154 | GUAR R=W 0x00
0x4155 | GUAR R=W 0x00
0x4156 | GUAR R=W 0x00
0x4157 | GUAR R=W 0x00
0x4158 | GUAR R=W 0x00
0x4159 | GUAR R=W 0x00
0x415A | GUARDO R=W 0x00
0x415B | GUAR1 R=W 0x00
0x415C | GUAR?2 R=W 0x00
0x415D | GUARS3 R=W 0x00
0x415E | GUAR4 R=W 0x00
0x415F | GUARS R=W 0x00
0x4160 | SUB6RO (IPvésubnet Prefix Register) R=W 0x00
0x4161 | SUB6R R=W 0x00
0Ox4162 | SUB6R R=W 0x00
0x4163 | SUB6R R=W 0x00
0x4164 | SUB6R R=W 0x00
0x4165 | SUB6R R=W 0x00
0x4166 | SUB6R R=W 0x00
0x4167 | SUB6R R=W 0x00
0x4168 | SUB6R R=W 0x00
0x4169 | SUB6R R=W 0x00
O0x416A | SUB6RO R=W 0x00
0x416B | SUB6R1 R=W 0x00
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0x416C | SUB6R2 R=W 0x00
0x416D | SUB6ER3 R=W 0x00
Ox416E | SUB6R4 R=W 0x00
Ox416F | SUB6R5 R=W 0x00
0x4170 | GAG6RO (IPv6Gateway Address Register) R=W 0x00
0x4171 | GAG6R R=W 0x00
0x4172 | GAGR R=W 0x00
0x4173 | GAGR3 R=W 0x00
0x4174 | GAGR R=W 0x00
0x4175 | GA6R R=W 0x00
0x4176 | GAGRS R=W 0x00
0x4177 | GA6KR R=W 0x00
0x4178 | GA6R R=W 0x00
0x4179 | GA6M R=W 0x00
0x417A | GAGRO R=W 0x00
0x417B | GAGR1 R=W 0x00
0x417C | GAGR2 R=W 0x00
0x417D | GAGR3 R=W 0x00
0x417E | GA6R4 R=W 0x00
0x417F | GA6RS5 R=W 0x00
0x4180 | SLDIBRO (SOCKETess Destination IP Address Register) R=W 0x00
0x4181 | SLDIBR1 R=W 0x00
0x4182 | SLDIBR2 R=W 0x00
0x4183 | SLDIBR3 R=W 0x00
0x4184 | SLDIBR4 R=W 0x00
0x4185 | SLDIBRS R=W 0x00
0x418 | SLDIBR6 R=W 0x00
0x4187 | SLDIBR7 R=W 0x00
0x4188 | SLDIBRS R=W 0x00
0x4189 | SLDIBR9 R=W 0x00
0x418A | SLDIBR10 R=W 0x00
0x418B | SLDIBR11 R=W 0x00
0x418C | SLDIBR12 R=W 0x00
0x418D | SLDIBR13 R=W 0x00
Ox418E | SLDIBR14 R=W 0x00
0x418F | SLDIBR15 R=W 0x00
%4190 SLDHAR (SOCKETless Destination Hardware Address RO 000
Register)
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0x4191 | SLDHAR RO 0x00
0x4192 | SLDHAR RO 0x00
0x4193 | SLDHAR RO 0x00
0x41%4 | SLDHAR RO 0x00
0x41% | SLDHAR RO 0x00
0x4198 | PINGIDRO (PING IRegister) R=W 0x00
0x419 | PINGIDR1 R=W 0x00
0x419C | PINGSEQRO (PING Sequenceimber Register) R=W 0x00
0x419D | PINGSEQR1 R=W 0x00
0x41A0 | UIPRO (Unreachable IP Address Register) RO 0x00
0x41A1 | UIPR RO 0x00
0x41A2 | UIPR2 RO 0x00
0x41A3 | UIPR3 RO 0x00
0x41A4 | UPORTRO (Unrachable Port Register) RO 0x00
0x41A5 | UPORTR1 RO 0x00
0x41B0 | UIP6RO (Unreachable IR6 Address Register) RO 0x00
0x41Bl1 | UIP6R RO 0x00
0x41B2 | UIP6R RO 0x00
0x41B3 | UIP6R3 RO 0x00
0x41B4 | UIP6R: RO 0x00
0x41B5 | UIP6RS RO 0x00
0x41B5 | UIP6RS RO 0x00
0x41B7 | UIP6R RO 0x00
0x41B3 | UIP6R3 RO 0x00
0x41B | UIP6R RO 0x00
Ox41BA | UIP6RO RO 0x00
0x41BB | UIP6R1 RO 0x00
0x41BC | UIP6R2 RO 0x00
0x41BD | UIP6R3 RO 0x00
Ox41BE | UIP6R4 RO 0x00
Ox41BF | UIP6R5 RO 0x00
0x41C0O | UPORT6RO (UnreachabléPv6 Port Register) RO 0x00
0x41C1 | UPORTG6R RO 0x00
0x41C5 | INTPTMRO (Interrupt Pending Time Register) R=W 0x00
0x41C6 | INTPTMR1 R=W 0x00
0x41D0 | PLR (Prefix Length Register) RO 0x00
0x41D4 | PFR (Prefix Flag Register) RO 0x00
0x41D8 | VLTRO (Valid Life Time Register) RO 0x00
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0x41D9 | VLTR RO 0x00
0x41DA | VLTR RO 0x00
0x41DB | VLTR RO 0x00
0x41DC | PLTRO (Preferred Life Time Register) RO 0x00
0x410D | PLTR RO 0x00
O0x41DE | PLTR RO 0x00
0x41DF | PLTR RO 0x00
0x41E0 | PARD (Prefix Address Register) RO 0x00
O0x41EL | PAR RO 0x00
0x41BR2 | PAR RO 0x00
0x41E3 | PARB RO 0x00
Ox41H | PAR RO 0x00
0x41EB | PAR RO 0x00
0x41B6 | PARS RO 0x00
0x41E7 | PAR RO 0x00
0x41BB | PARB RO 0x00
0x41B9 | PAR RO 0x00
Ox41EA | PARLO RO 0x00
0x41BB | PAR1 RO 0x00
O0x41EC | PARL2 RO 0x00
0x41ED | PAR3 RO 0x00
Ox41EE | PAR4 RO 0x00
Ox41H | PARS RO 0x00
0x41F0 | ICMP6BLKR (ICMPv6 Block Register) R=W 0x00
0x41F4 | CHRLCKR (@ip Lock Register) WO 0x00
0x41F5 | NETLCKR (Network Lock Register) WO 0x00
0x41F6 | PHYLCKR (PHY Lock Register) WO 0x00
0x4200 | RTRO (Retransmission Time Register) R=W 0x07
0x4201 | RTR1 R=W 0xDO
0x4204 | RCR (Retransmission Count Register) R=W 0x07
0x4208 | SLRTRO (SOCKH#g&ss Retransmission Time Register) R=W 0x07
0x4209 | SLRTR1 R=W 0xDO
0x420C | SLRCR (SOCKH@&ss Retransmission Count Register) R=W 0x00
0x420F | SIHOPR (Hop limit Register) R=W 0x80
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3.2 SOCKETRegister

Offset Register Type Reset
0x0000 | Sn_MR $OCKET Mode Register) R=W 0x00
0x0004 | Sn_PR (SOCKET Prefer Source IPv6 Address Register) R=W 0x00
0x0010 | Sn_CR $OCKET Command Register) RW,AC| 0x00
0x0020 | Sn_IR SOCKET Interrupt Register) WO 0x00
0x0024 | Sn_IMR $OCKET Interrupt Mask Register) R=W OxFF
0x0028 | Sn_IRCLR (% IR ClearRegister) WO OxFF
0x0030 | Sn SR SOCKET Status Register) RO 0x00
0x0031 | Sn_ESRSOCKET Extension Status Register) RO 0x00
0x0100 | Sn_PNR $OCKET IP Protocol Number Register) R=W 0x00
0x0104 | Sn_TOSRYOCKETN IP Type Of Service Register) R=W 0x00
0x0108 | Sn_TTLR $OCKET IP Time To Live Register) R=W 0x80
0x010C | Sn_FRGROSOCKET Fragment Offset in IP Header Register) R=W 0x40
0x010D | Sn_FRGR1 R=W 0x00
0x0110 | Sn_MSSROSOCKEN Maximum Segment Size Register) R=W 0x00
0x0111 | Sn MSSR1 R=W 0x00
0x0114 | Sn_PORTR (SOCKE™ Source Port Register) R=W 0x00
0x0115 | Sn_PORTR1 R=W 0x00
0x0118 | Sn_DHARO$OCKET Destination Hardware Address Register) RW 0x00
0x0119 | Sn_DHAR RW 0x00
Ox011A | Sn_DHAR RW 0x00
0x011B | Sn_DHAR RW 0x00
0x011C | Sn_DHAR RW 0x00
0x011D | Sn_DHAR RW 0x00
0x0120 | Sn_DIPRESOCKET Destination IPv4 Address Register) RW 0x00
0x0121 | Sn_DIPR1 RW 0x00
0x0122 | Sn_DIPR2 RW 0x00
0x0123 | Sn_DIPR3 RW 0x00
0x0130 | Sn_DIP6ROSOCKET Destination IPv6 Address Register) RW 0x00
0x0131 | Sn_DIP6R RW 0x00
0x0132 | Sn_DIP6R RW 0x00
0x0133 | Sn_DIP6R RW 0x00
0x0134 | Sn_DIP6R RW 0x00
0x0135 | Sn_DIP6R RW 0x00
0x0136 | Sn_DIP6R RW 0x00
0x0137 | Sn_DIP6R RW 0x00
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0x0138 | Sn_DIP6R RW 0x00
0x0139 | Sn_DIP6R RW 0x00
0x013A | Sn_DIP6RO RW 0x00
0x013B | Sn_DIP6R1 RW 0x00
0x013C | Sn_DIP6R2 RW 0x00
0x013D | Sn_DIP6R3 RW 0x00
O0x013E | Sn_DIP6R4 RW 0x00
0x013F | Sn_DIP6R5 RW 0x00
0x0140 | Sn_DPORTROSOCKET Destination Port Register) RW 0x00
0x0141 | Sn_DP®&TR1 RW 0x00
0x0144 | Sn_MR2 $OCKET Mode Register 2) R=W 0x00
0x0180 | Sn_RTRO$OCKETN Retransmission Time Register) R=W 0x00
0x0181 | Sn_RTR1 R=W 0x00
0x0184 | Sn_RCR$OCKET Retransmission Count Register) RW 0x00
0x0188 | Sn_KPALVTRSOCKET Keep Alive Time Register) R=W 0x00
0x0200 | Sn_TXBSR SOCKET TX Buffer Size Register) R=W 0x04
0x0204 | Sn_TX_FSROSOCKET TX Free Size Register) RO 0x00
0x0205 | Sn_TX_FSR1 RO 0x00
0x0208 | Sn_TX_RDOSOCKETN TX Read Pointer Register) RO 0x00
0x0209 | Sn_TX_RD1 RO 0x00
0x020C | Sn_TX_WRO$OCKET TX Write Pointer Register) RW 0x00
0x020D | Sn_TX_WR1 RW 0x00
0x0220 | Sn_RXBSR SOCKET RXBuffer Size Register) R=W 0x04
0x0224 | Sn RX_RSROSOCKETT RX Received Size Register) RO 0x00
0x0225 | Sn RX_RSR1 RO 0x00
0x0228 | Sn_RX_RDOJOCKET RX Read Pointer Register) RW 0x00
0x0229 | Sn_RX_RD1 RW | 0x00
0x022C | Sn_RX_WRO0 $OCKET RX Write Pointer Register) RO 0x00
0x022D | Sn_RX_WR1 RO 0x00
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4.  Register Descriptions

Register Notation

* Register Symbol (Register full Name)

- [Register Type, Re gi st e][AddEss PfEset][Réset Value]
Register Descriptioné.
7 6 5 4 3 2 1 0
Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bit1 Bit0
Bit Type | Bit Type | Bit Type | Bit Type | Bit Type | Bit Type | Bit Type | Bit Type

Ex) Sn_IR[3:0]denotes Register Symbol[Upper bit : Lower bit].
Sn_ | R[ DOOBJsmeanigSn _| R[ 3] =600,

Sn_I RdSh=06Rp 0]

[Register /bit Type]: Type of Register.
- [RW : Register / bit available to Readand Write Both
- [R=W]: Register / bit which written value and the read value are the same.
- [RO]: Read Only Register bit
- [WQ]: Write Only Register/ bit
- [W]: Write Only Register/ bit
- [WC]: Register/Bit to be clear by writing 6 1 &

- [WO]: Register/ Bt whi ch onl ywritéhd can be
- [W1]: Register/ bit whichonl 'y 6186 can be written
- [AC]: Auto Clear Register/ bit
- [1]: Always read 616
- [0]: Always read &6
- [-]: Not available
[Address Offset]: The address offset of the register
[Reset Value]: Default Value .
Exl) 4.1.28 NETMR (NetworkMode Register)
[R=W][0x 4008][0x0 0]
NETMR sets all kinds of block modeand WOL
7 6 5 4 3 2 1 0
- - ANB M6B WOL IP6B IP4AB
R=W R=W R=W R=W R=W
Ex2) NETMRJANE
ANBDbit of NETMR
Ex3) NETMR[7:0]
From 7 bit to 0" bit of NETMR
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4.1 Common Registers
4.1.1 Mgor CIDR,1 (Major Chip Identification Register)

[ROJ[0X000 0~0x0001] [0x6100 ]

Major CHIPID is 0x6100 and fixed.

CIDRO(0x000p
0Ox61

CIDR10x0001)
0x00

4.1.2 Minor CIDR2(Minor Chip ldentification Register)

[RO][ 0x000 4] [0x 11]

Minor CHIP IDis 0x11 and fixed.

CIDRZ0x0004)

0x11

4.1.3 SYSR (System Status Register)
[ROJ[0x 2000] [0x OU]

It shows the status of CHIP/NET/PHYconfiguration lock and HOSTinterface mode.

7 6 5 4 3 2 1 0
CHR NETL PHYL = = = IND SPI
RO RO RO RO RO
Bit Symbol Description
CHIPLock Status
CHIP Lock is set byCHPLCKR(Chi&onfiguration Lock Register).
7 CHPL
0 : Unlock dpossible to set SYCOR & SYC1R
1: Lock dunable to set SYCOR & SYC1R
NET Lock Status
NET Lock is set byNETLCKRY{etwork Configuration Lock Register)
0 : Unlock dpossible to set Network Configuration Registers
6 NETL 1: Lock dunable to set Network Configuration Registers
ref) Network Configuration Regi sters to be locked by NETL
SHAR | Source Hardware Address Register
IPv4
GAR Gateway IP Address Register
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SUBR | Subnet Mask Register

SIPR Source IP Address Register

LLAR Link Local Address Register

GUAR | Global Unicast Address Register

IPv6
SUB6R | IPv6 Subnet Prefix Register

IPv6 Gateway IP Address
Itis exclude d from lock mechanism

GAG6R

* CAUTION GAG6R can be set regardless of setting of  NETL.

PHY Lock Status

PHY Lock can be set byPHYLCKRfHY Configuration Lock Register).
5 PHYL
0 : Unlock dpossible to set PHYCOR, PHYCI1R

1: Lock dunable to set PHY Control Register(PHYCOR, PHYC1R)

[4:2] - Reserved

Parallel BUSInterface Mode
1 IND 0 : Others
1: PIN MODEJ3:0] =000016

SPI Interface Mode
0 SPI 0 : Others
1 : PIN MODEJ3:0] =600006

4.1.4 SYCRO (System @hfig Register 0)
[WO][0x 2004] [0x 80]

SYCRO softlyresets to W6300
SYCRC an be set in case af only SYSR[CHPL]

RST - - - - - - -

wO

Bit Symbol Description

Software Reset

W6300S/W reset. All registers are initialized .
7 RST
0: W6300reset

1 : Normal operation

[6:0] - Reserved
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4.1.5 SYCR1 (System @hfig Register 1)
[R=W][0x 2005] [0x 80]

Interrupt enable and system operation clock (SYS_CLK) can be set by this register .

7 6 5 4 3 2 1 0
IEN - - - = = = CLKSEL
R=W R=W

Bit Symbol Description

Interrupt Enable

It makes Interrupt Enable.

7 IEN
0 : Disable 0INTnis always High.
1: Enable 8When the event occurs, INTn goes low.
[6:1] - Reserved
System Operation Clock Select
In case of SYSR[CHPL] 8 Q 8elect SYS_CLK.
0 CLKSEL
0:150MHz
1:25MHz

4.1.6 TCNTR (Tick Counter Register)
[RO][0x 2016-0x2017][ 0x0000 ]

It is automatically increased every 100us .

4.1.7 TCNTRCLR TCNTRClear Register)
[WO][0x 2020][ 0x00]

With write operation to TCNTCLR, TCNTRcounter value is initialized.

4.1.8 IR (Interrupt Register)
[RO] [0x 2100] [0x00]
When an evert such as WOL (Wake On LAN) odestination unreachable occurs, the

corresponding bit of IR is setto 1.

7 6 5 4 3 2 1 0
WOL UNRG6 IPGONF UNRI PTERM
RO RO RO RO RO
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Bit

Symbol

Description

WOL

WOL(Wake On LAN) Magic Packet

0 : Cthers

1: WOL MAGIC Packet received

[6:5]

Reserved

UNRG6

Destination IPv6 Port Unreachable

0 : Cthers

1 : ICMPv6 Destination Port Unreachable Packet received

ref) The Unreachable IPv6 Address and the Port Number of the

Unreachable Packet are stored in

received

UIP6R (Unreachable IPv6 Address

Register) and UPORT6R (Unreachable IPv6 Port Register ), respectively.

Reserved

IPCONF

IP Conflict
0 : Others

1: IPv4 AddressConflict occurred

UNRI

Destination Port Unreachable

0 : Others

1: ICMPv4 Destination Port Unreachable Packet received

ref) The Unreachable IP Address and Port Number

of the received

Unreachable Packet are stored in UIPR(Unreachable IP Address Register)

and UPORTR (Unreachable Port Register) , respectively.

PTERM

PPPoE Terminated

0 : Cthers

1 : PPPoOE connectionwas terminated by receiving PPPT or LCPT

packets

4.1.9 SR (SOCKETnterrupt Register)
[RQO] [0x 2101] [0X00]

When the IR of a specific SOCKET s n othe cooOrér,espondi ng bit is set
7 6 5 4 3 2 1 0
S7 INT | S6_INT | S5INT | S4 INT | S3 INT | S2_ INT | S1_INT | SO_INT
RO RO RO RO RO RO RO RO
Bit Symbol | Description
SOCKETN Interrupt
[7:0] Sn_INT |O:whenSn_IRi s 6060
l:whenSn IRi s ©A®t 6
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4.1.10 SLIR EOCKETess Interrupt Register)

[RQO] [0x 2102] [0x00]
When a specific command of the SLCR SOCKETess Command Register) is successfully
executed, timeout occurs for the executed command, or an ICMPv6 RA packet is received

from the IPv6 Gateway (Router), the corresponding bit is set.

7

6

5

4

3

TOUT

ARP4

PING}

ARP6

PING6

NS

RS

RA

RO

RO

RO

RO

RO

RO

RO

RO

Bit

Symbol

Description

TOUT

Timeout Interrupt
0 : Others
1: When TIMEOUT occurs afterany SOCKETess Command

ARM

ARP Interrupt
0 : Others
1: When ARP Reply receivedafter SOCKETess ARP command

PING4

PING Interrupt
0 : Others
1 : When PING Reply receivedafter SOCKETess PINGcommand

ARP6

IPv6 ARP Interrupt
0 : Others
1: When ARP6 Reply receivedafter SOCKETess ARP6command

PING6

IPv6 PING Interrupt
0 : Others
1: When PING6 Reply receivedafter SOCKETess PING6command

NS

DAD NSinterrupt
0 : Others
1 : When NA received after SOCKEdless NScommand

ref) NS bit is used for IPv6 Address Confliction Detection.

RS

Auto configuration RS Interrupt
0 : Others
1 : When RA received after SOCKETess RScommand

RA

RA Receive Interrupt
0 : Others
1: When All-node RA received from IPv6 Gateway

When SLIR [RS] ="1"' or SLIR [RA] = '"H,prefix information of RA Packet is storedto corresponding

registers as follows and can be used for IPv6 Auto-configuration.
PLR (Prefix Length Register)
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PFR (Prefix Flag Register)

VLTR(RA Valid Life Time Register)
PLTR(RA Preferred Life Time Register)
PAR(Prefix Address Register)

receiving RA message issource link-layer

address(0x01) and the second option is prefix information Option (0x03), the above register

are correct set. Otherwise, it can receive the RA message using the IPRAW6 Mode&SOCKET

and processthe prefix information .

4.1.11

IMR (Interrupt Mask Register)
[R=W] [0x 2104] [0x00]

IMR is for masking the corresponding interrupts to be enabled or disabled.

5 4 3 2 1

WOL

UNRG6 IPCONF UNRI

PTERM

R=W

R=W R=W R=W

R=W

Bit

Symbol

Description

WOL

WOL(Wake On LAN) Magic Packet Interrupt Mask
0 : Disable WOL Interrupt
1: Enable WOL Interrupt

[6:5]

Reserved

UNRG

Destination Port Unreachable
0 : Disable UNREACHS® Interrupt
1: Enable UNREACH#terrupt

IPv6 Interrupt Mask

Reserved

IPCONF

IPv4 Conflict Interrupt Mask
1: Enable CONFLICTnterrupt
0 : Disable CONFLICTnterrupt

UNRH

Destination Port Unreachable
1: Enable UNREACH Interrupt
0 : Disable UNREACH Interrupt

Interrupt Mask

PTERM

PPPoETerminated Interrupt Mask
1: Enable PPPTERM Interrupt
0 : Disable PPPTERM Interrupt

4.1.12

IRCLR(IR Clear Register)
[W 1] [ 0x2108] [0x00]
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When the IRCLR bit corresponding to a specific bit of IR is written as '1', IR bit is cleared.

7 6 5 4 3 2 1 0
WOL UNRG6 IPCONF UNRL PTERM
W1 w1l w1 w1l w1l
4.1.13 3IMR (SOCKETnterrupt MaskRegister)
[R=W] [0x 2114][0x00]
SIMR masks bit corresponding in SIR
7 6 5 4 3 2 1 0
S7_INT | S6_INT | S5INT | S4 INT | S3INT | S2 INT | S1_INT | SO_INT
R=W R=W R=W R=W R=W R=W R=W R=W
Bit Symbol | Description
SOCKETh Interrupt Mask
[7:0] Sn_INT | 1:Enable SOCKET Interrupt
0 : Disable SOCKET Interrupt
4.1.14 SLMR (SOCKEess Interrupt MaskRegister)
[R=W] [0x 2124][0x00]
SIMR maskdit s corresponding in SLIR.
7 6 5 4 3 2 1 0
TOUT ARP4 PING4 ARP6 PING6 NS RS RA
R=W R=W R=W R=W R=W R=W R=W R=W
Bit Symbol | Description
TIMEOUT Interrupt Mask
7 TOUT 1: Enable TIMEOUT tterrupt
0 : Disable TIMEOUT mterrupt
ARP Interrupt Mask
6 ARR! 1: Enable ARP4 Interrupt
0 : Disable ARP4Interrupt
PING Interrupt Mask
5 PING! 1: Enable PING4 Interrupt
0 : Disable PING4 Interrupt
4 ARPG IPv6 ARPInterrupt Mask
1: Enable ARPV6 Interrupt
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0 : Disable ARPV6 Interrupt
IPv6 PING Interrupt Mask
1: Enable PINGV6 Interrupt
0 : Disable PINGV6 Interrupt
DAD NSinterrupt Mask

1: Enable DAD NS Interrupt
0 : Disable DAD NS Interrupt

3 PING6

Auto configuration RS Interrupt Mask
1: Enable AUTO RS Interrupt
0 : Disable AUTO RS Interrupt

RA Receive Interrupt Mask
1: Enable RA RECV Interrupt
0 : Disable RA RECV Interrupt

4.1.15 SLIRCLR(SLIR ClearRegister)
[W1][0x 2128] [0x00]
When the SURCLR bit corresponding to a specific bit of SUR is written as '1', SUR bit is

cleared.
7 6 5 4 3 2 1 0
TOUT ARP4 PING4 ARPG6 PING6 NS RS RA
w1 W1 w1 w1 w1 w1 w1 w1

4.1.16 SLFR (SOCKEAess Prefer Source IPv6 Address Register
[ R=W] [0x212 C] [0x00]

SLPSR sets the source address of the IPv6 packeto be transmitted by the SLCR SOCKETess

Command Register).

Value | Symbol | Description

Select the source IPv6 address (SIP6) according to the destination
IPv6 Address(SLDIP6R: SOCKHe&ss Destination IPv6 Address
0x00 AUTO Register)
If SLDIP6R id.LA, SIP6 is setto LLR

If SLDIP6R is GUA, SIP6 is set to GUR
SIP6 is fixed to LLAR

SIP6 is fixed to GUAR

0x02 LLA
0x03 GUA
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4.1.17 SLCR $OCKEAess Command Register)

[RW, AC] [ 0x2130 ] [0x00]

SLCR performs a command to transmit a specific packet without SOCKETCommand is cleared

automatically after completion, and

it cannot execute another command before the previous

command is cleared. The result of the command execution is confirmed by SLIR ( SOCKETless

Interrupt Register).

7 6 5 4 3 2 1 0
- ARP4 PING4 ARP6 PING6 NS RS UNA
RW RW RwW RW RwW RwW RW
Bit Symbol | Description
7 - Reserved
ARP Request Transmission Command
6 ARMI 1: Transmit ARP Request
0: Ready
IPv4 PINGRequest Transmission Command
5 PING! 1: Transmit PING Request.
0: Ready
NS ARP Transmission Command
4 ARP6 1: Transmit NSARR
0: Ready
IPv6 PING Request Transmission Command
3 PING6 1: Transmit IPv6 PINGRequest
0 : Ready
NS Transmission Command for DAD
2 NS 1: Transmit NS packet for DAD.
0 : Ready
Auto configuration RS Transmission Command
1 RS 1: Transmit RSpacket.
0 : Ready
Unsolicited NA Transmission Command
0 UNA 1: Transmit Unsolicited NA packet.
0 : Ready
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4.1.18 PHYSR (PHY Status Register)

[RO] [0x 3000] [0 x00]
PHYSRchecks PHY operation mode and LINK status set throughPHYCRO(PHY Control Register

0).

7 6 5 4 3 2 1 0
CAB - MODE2 MODE1 MODEO DPX SPD LNK
RO RO RO RO RO RO RO

Bit Symbol | Description
Cable OFF bit
7 CAB 1 : Cable Unplugged
0 : Cable Plugged
6 - Reserved
PHY OPMODE
MODE2| MODE1| MODEO Description
0 X X Auto Negotiation
[5:3] M(_)DE 1 0 0 100BASETX FDX
120 1 0 1 | 100BASETX HDX
1 1 0 10BASET FDX
1 1 1 10BASET HDX
Flag Duplex bit (When Link U p)
2 DPX 1 : Half Duplex
0 : Full Duplex
Flag Speed bit (When Link Up)
1 SPD 1:10Mbps
0: 100Mbps
Flag Link bit
0 LNK 1:Link Up
0 : Link Down
4.1.19 PHYRAR (PHY Register Address Register)
[R=W] [0x 3008] [0x00]
PHYRAR sets PHY registerddressin integrated Ethernet PHY.
7 6 5 4 3 2 1 0
- - - A4 A3 A2 Al A0
R=W R=W R=W R=W R=W
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Bit Symbol | Description

[7:5] - Reserved

ADDR PHY Register Address

[4:0] .
[4:0] Set PHY Register Address

4.1.20 PHYDIR (PHY Data Input Register)
[R=W] [0x 300C-0x300D] [0x0000]
PHYDIRsets the value to write into the PHY Register specified by PHYRAR.

Ex) PHYDIR = 0x1234

PHYDIRO(0200Q | PHYDIR1(0200D)

0x34 0x12

4.1.21 PHYDOR (PHY Data Output Register)
[RO] [0x 3010-0x3011] [0x0000]
PHYDORjyets the value from the PHY Register specified by PHYRAR

Ex) PHYDOR = 0x1234

PHYDORO0(0x0042) PHYDPR1(0x0043)

0x34 0x12

4.1.22 PHYACR (PHY Access Control Register)

[RW, AC [0x 3014] [0x00]
PHYACReads/write sthe value in PHYDOR/PHYDIR from/to PHY register specified by
PHYRARAfter completion, PHYACR is automatically cleared.

Access Type Value Related Register
Write 0x01 PHYDIR
Read 0x02 PHYDOR

4.1.23 PHYDIVR (PHY Division Register)
[R=W] [Ox 3018] [0x01]
PHYDIVR s PHY®6s MDC Clorck Division Registe

*CAUTION: Be careful notto exceed 2.5MHz
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Value Divider SYS_CLK8DMHz SYS_CLK=25MH
0x00 1/32 4.687MHz (N/A) 781.25KHz
0x01 1/64 2.343MHz 390.625KHz

Others 1/128 1.171Hz 195.3125KHz

4.1.24 PHYCRO (PHXControl Register 0)
[WO] [0x 301C] [0x00]

PHYCRGets Ethernet PHY operation mode when SYSR[PHYL] & O(@PHYLCKR(PHY Lock Register)
is Unlock). Bits set by PHYCR@an be checked to PHYSH5:3].

7 6 5 4 3 2 1 0
- - - - - MODE2 | MODE1 | MODEO
WO WO WO
Bit Symbol | Description
[7:3] - Reserved
MODE2| MODE1| MODEO Description

[2:0] | MODE

Auto Negotiation

100BASETX DX

100BASETX HDX

10BASETX FDX

0
1
1
1
1

R || OO | X
P | O|F, | O | X

10BASETX HDX

4.1.25 PHYCR1 (PHY Control Register 1)
[R=W] [0x 301D] [0x4 0]

PHYCRIsets PHY power down Mode and PHYHW Resetwhen SYSR[PHYL] 8 O((PHYLCKR(PHY
Lock Register) is Unlock).

7 6 5 4 3 2 1 0

- - PWIN - TE - - RST

- - R=W - R=W - - AC
Bit Symbol | Description
7 - Reserved
6 - Should be always written by &6 18

PHY Power Down
5 PWDN | 0: Disable Power Down Mode
SYS_CLks changed according to SYCR1[CLKSEL].
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SYCR[CLKSEL] SYS_CLK
0 100 MHz
1 25 MHz

1: Enable Power Down Mode
SYS_CLKks automatically changed to 25MHz.
ref) 9.3.1 Reset Timing

Reserved

TE

10BASETe MODE

ltds valid only in case that

0 : Disable 10BASETe MODE
1: Enable 10BASETe MODE

PHY!

[2:1]

Reserved

RST

PHY Reset
On PHY HW Reset, SYS_CLK is changed to 25MHz.

When PHY reset is completed, this bit is cleared automatically and

SYS_CLK is restored to the previous setting clock.

ref) 9.3.1 Reset Timing

0 : Normal Operation
1: PHYHWReset

4.1.26 NET4MRNetwork IPv4 Mode Registe))

[R=W] [ 0x4000 ] [0x00]

NET4MRsets special options for IPv4.

UNRB PARP RSB

PB

Bit

Symbol

Description

[7:4]

Reserved

UNRB

UDP4 Port Unreachable Packet Block

When UDP4 packet is transmitted to SOCKEThat is not opened,

destination port unreachable packet is transmitted .
It can be a target of UDP port scanattack. To prevent this,

unreachable packet transmission can be blocked.
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0 : Unblock
1: Block

ARP/4 for PINGv4 Reply

Set to issue ARPv4 before PINGv4 Reply.
2 PARP
0 : Disable
1: Enable

TCP4 RSTPacket Block
When a SYN Packet is transmitted to the SOCKETWhich is not listening,
the system transmits a RST packet. It can be a target of the TCP Port

1 RSTB Scanattack . To prevent this, RST packet transmission can be blocked.

0 : Unblock
1: Block

PING/4 Reply Block
Set to not transmit Reply for PINGv4 Request

0 : Unblock
1: Block

4.1.27 NET6MRNetwork IPv6 Mode Registel)
[R=W] [ 0x4004 ] [0x00]
NET6MRsets special options related to 1Pv6.

7 6 5 4 3 2 1 0
- - - - UNRB PARP RSB PB
- - - - R=W R=W R=W R=W
Bit Symbol Description
[7:4] - Reserved

UDP6 Port Unreachable Packet Block
When UDP packet is transmitted to the SOCKEThat is not opened,
destination port unreachable packet is transmitted . It can be a target

of UDP port scanattack. To prevent this, unreachable packet

3 UNRB
transmission can be blocked.
0 : Unblock
1: Block

2 PARP ARPv6 for PINGv6 Reply
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It sets to run ARP6(NDdA Neighbor Discovery) processbefore PINGv6
Reply.

0 : Disable
1: Enable

TCP6 RSTPacket Block
When a SYN Packet is transmitted to the SOCKEThat is not liste ning,
the system transmits a RST packet. It can be a target of t he TCP Port

1 RSB Scanattack . To prevent this, RST packet transmission can be blocked.
0 : Unblock
1: Block
PING/6 Reply Block
Set to not transmit Reply for PINGv6 Request
0 PB

0 : Unblock
1: Block

4.1.28 NETMRNetwork Mode Register)
[R=W] [0x4008 ] [0x00]
NETMR sets Block mode and WQL

ANB M6B - WOL IP6B IP4B

R=W R=W - R=W R=W R=W

Bit

Symbol

Description

[7:6]

Reserved

Should be alwaysé 0 0 .

IPv6 ALLNODE Block
Block PING6Request with All-Node Multicasting address.

0 : Disable
1: Enable

M6B

IPv6 Multicast Block
Block the PING6Request with Multicasting group address.

0 : Disable
1: Enable
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Reserved
3 -
*CUATIONShoul d be al ways 06060
WOL(Wake On LAN)
2 WOL 0: Disable
1: Enable
IPv6 Packet Block
1 IP6B 0 : Unblock
1: Block - ANB & M6Bbit is ignored.
IPv4 Packet Block
0 IP4B 0 : Unblock
1: Block

4.1.29 NETMRZNetwork Mode Register 2)
[R=W] [ 0x4009 ] [0x00]

NETMR2 sets PPPofaode.

7 6 5 4 3 2 0
DHAS - - - - - PPPoE
R=W - - - - - R=W

Bit Symbol Description
Destination Hardware Address Selection in ARP/ND-process
7 DHAS 0 : Select the Ethernet Frame MAC
1: Select the ARP Target MAC
[6:1] - Reserved
PPROE Mode
0 PPPoE | 0: PPP Mode disable
1: PPPMode enable

4.1.30 PTMR (PPP Link Control Protocol Request Timer Register)
[R=W] [ 0x4100 ] [0x28]

PTMR setghe time for sending the LCP echo request.

The unit is 25ms. PTMR is valid only in PPPoEMode.

Ex) PTMR= 200 (0xC8),

200 * 25ms = 5s
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4.1.31 PMNR(PPP Link Control Protocol Magic number Register)
[R=W] [ 0x4104 ][0x00]

PMNR sets 4 Bytesnagic number to be used in LCP negotiation.

PMNR is validonly in PPPoEmode.

Ex) PMNR= 0x01

PMNROx4104)
0x01
LCP Magic number = 0x01010101

4.1.32 PHAR PPPoE Server Hardware Address Registerm
PPPoOE
[R=W] [0x 4108-0x410D] [0x0000]
PHAR sets PPPoHestination hardware address.
PHAR is validonly in PPPoEmode.

EXYPHAR = 011:22:33: AA: BB: CC6¢
PHARO(0%108) | PHAR1(04109) | PHAR2(0410A

Ox11 0x22 0x33
PHAR3(0410B PHAR4(0%100 PHAR5(0410D

OxAA 0xBB 0xCC

4.1.33 PSIDRPPPOE Session ID RegisterroPPPoE
[R=W] [0x 4110-0x4111][0x0000]

PSIDR set$?PPoEsession ID.

PSIDRs valid only in PPPoEmode.

Ex) PSIDR = 0x1234

PSIDRO(04110) | PSIDR1(04111)
0x12 0x34

4.1.34 PMRUR (PPPoE Maximum Receive Unit Register)
[R=W] [0x 4114-0x4115] [OXFFFF]

PMRUR sets the MRU (Maximum Receive Unit) in PPPoE mode. If PMRUR is set to a value larger
than 1472, it is automatically set to 1472. PMRUR must be set before SOCKETreation (Sn_CR
[OPEN] = '1").

PMRUR is validonly in PPPoEmode.
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Ex) PMUR = 1000 (0x03ES)

PMURO(0%114)

PMUR1(0%115)

0x03

OxXE8

4.1.35 SHAR (Source Hardware Address Register)
[R=W] [0x 4120-0x4125][0x00 000_0000_0000 ]

SHAR sets thesource hardware address when SYSR [NETL] = '0' (NETLCKR (Network Lock

Register) is Unlocked).

EX)SHAR =

011:22: 33:

AA: BB: CC6¢

SHARO(04120) | SHAR1(04121) | SHAR2(04122)
0x11 0x22 0x33
SHAR3(04123) | SHAR4(04124) | SHAR5(04125)
OxAA 0xBB 0xCC

4.1.36 GAR (Gateway IP Address Register)
[R=W] [0x 4130-0x4133][0x00 00_0000]

The GAR sets the source gateway address when SYSR [NETL] = '0' (NETLCKR (Network Lock
Register) is Unlocked).

EX)YGAR = 0192.168.0.16
GARO(0x4130) | GAR1(0x4131) | GAR2(0x4132) | GAR3(0x4133)
192 (0xCO) 168 (OXA8) 0 (0x00) 1 (0x01)

4.1.37 SUBR (Subnet Mask Register)
[R=W] [0x 4134&x4137][0x00 00_0000]

SUBR sets the subnet mask when SYSR [NETL] = '0' (NETLCKR (Network Lock Register) is
Unlocked).

EX)SUBR = 0255.255.255. 25560
SUBRO(04134) | SUBRO(04%135) | SUBRO(04136) | SUBRO(0%137)
255 (OXFF) 255 (OXFF) 255 (OXFF) 255 (OXFF)

4.1.38 SIPR [Pv4 Source Address Register)
[R=W] [Ox 4138-0x413B] [0x00 00_0000]

SIPR sets thesource IP address when SYSR [NETL] = '0' (NETLCKR (Network Lock Register) is
Unlocked).
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ExX)SI PR = 0192.168.0.1000
SIPRO(®¥138) | SIPR1(0%139) | SIPR2(0413A) | SIPR3(0413B
192 (0xCO) 168 (0XA8) 0 (0x00) 100(0x64)
4.1.39 LLAR (Link Local Address Registel)

[R=W] [0x 4140-0x414F][0x00 00_0000_0000_0000_0000_0000_0000_0000
LLAR sets thelink local address when SYSR [NETL] = '0' (NETLCKR (Network LoBlegister) is

Unlocked).

Ex) LLAR +E80::AB:CDE®

LLARD(0x4140) | LLARL(0x4141) | LLAR(0x4142 | LLAR3(0x4143)
OxFE 0x80 0x00 0x00
LLARNOx4144) | LLARS(0x4145 | LLARS(0x4146) | LLAR/(0x4147)
0x00 0x00 0x00 0x00
LLARB(0x4148) | LLAPD(0x4149 | LLARO(Ox414A | LLAR.1(0x414B
0x00 0x00 0x00 0x00
LLARL2(0x414Q) | LLARL3(0x414D) | LLARL4(0x414B | LLARL5(0x414P
0x00 OxAB 0xCD OXEF

4.1.40 GUAR (Global Unicast Address Registe)
[R=W] [0x 4150-0x415F][0x00 00_0000_0000_0000_0000_0000_0000_0000 ]
GUAR setgylobal unicast address when SYSR [NETL] ='0' (NETLCKR (Network Lock Register) is

Unlocked).

Ex) GUAR =2000::AB:CDEB

GUARD(0x4150) | GUARL(0x4151) | GUAR2(0x4152) | GUARB(0x4153
0x20 0x01 0x00 0x00
GUARK(0x4154) | GUAR5(0x4155 | GUARB(0x4156) | GUAR/(0x4157)
0x00 0x00 0x00 0x00
GUAR(0x4158 | GUAR(0x4159 | GUARO(0x4154 | GUAR1(0x415B
0x00 0x00 0x00 0x00
GUAR2(0x4150 | GUAR3(0x4150) | GUAR4(0x4155 | GUARS5(0x415P
0x00 OXAB 0XCD OXEF

4.1.41 SUB®R (IPv6 Subnet Prefix Register)

[R=W] [0x 4160-0x416F] [0x00 00_0000_0000_0000_0000_0000_0000_0000 ]
SUBG6R sets grefix mask when SYSR [NETL] ='0" (NETLCKR (Network Lock Register) is Unlocked)
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Ex) SUBR FFF&:FFFF:FFFF:FFFR:

PRFRO(0x4160) | PRFRL(0x4161) | PRFR2(0x4162) | PRFR3(0x4163)
OXFF OXFF OXFF OXFF

PRFR4(0x4164) | PRER5(0x4165) | PRFR6(0x4166) | PRFR7(0x4167)
OXFF OXFF OXFF OXFF

PRFRB(0x4168) | PRPRI(0x4169 | PRERLO0x4164) | PRFRL1(0x416B
0x00 0x00 0x00 0x00

PRFR12(0x416Q | PRFRL3(0x416D) | PRFRL4(0x4165 | PRFRL5(0x416P
0x00 0x00 0x00 0x00

4.1.42 GARR (IPv6 Gateway Address Registe)
[R=W] [0x 4170-0x417F][0x00 00_0000_0000_0000_0000_0000_0000_ 0000

GAG6R sets gateway IPv6 ddress.

Ex) GAGR +EB80::FE:DCBA

GARO(0x4170) | GAGRL(0x4171) | GAGR(0x4172) | GAGRB(0x4173
OXFE 0x80 0x00 0x00
GAGRA(0x4174) | GAGRSB(0x4175 | GAGRB(0x4176) | GAER7(0x4177)
0x00 0x00 0x00 0x00
GAGRB(0x4178) | GABRI(0x4179 | GAGRLO(0x417A) | GAGRLL(0x417B
0x00 0x00 0x00 0x00
GARL2(0x417Q | GARL3(0x417D) | GAGRLA(0x417E) | GAGRL5(0x417H
0x00 OXFE 0xDC OXBA

4.1.43 SIDIP6R (SOCKE-Tess Destination IPv6 Address Register)
[R=W] [0x 4180-0x418F][ 0x0000_0000_0000_0000_0000_0000_0000_ 0000

SLDIPR setslestination IPv6 address for packet transmission by SLCR.

Ex) SLDIPR= FB&80::AB:CDEH

SLDIP6R(Mx4180) | SLDIP6R@MOXx4181) | SLDIP6R®x4182) | SLDIP6R®x4183
OXFE 0x80 0x00 0x00
SLDIP6R®x4184) | SLDIP6R&xX4185 | SLDIP6R@x4186) | SLDIP6R({0x4187)
0x00 0x00 0x00 0x00
SLDIP6R@®x4188) | SLDIP6R®x4189 | SLDIP6R1(Mx418A) | SLDIP6R1Dx418B
0x00 0x00 0x00 0x00
SLDIP6R1(DXx4180 | SLDIP6R1®x418D | SLDIP6R1MX418E) | SLDIP6R1Mx418R
0x00 OxAB 0xCD OXEF
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4.1.44 SIDIPR SOCKEess Destination IPv4 Address Register)
[R=W] [0x 418C-0x418F] 0x00000000 ]

SLDIPR setslestination IPv4 address for packet transmission by SLCR.
SLDIPR address is shared fronSLDIPR12 (0x418C) to SLDIPR15 (0x418F).

ExX)SLDIPR= 0192.169.0.216

SLDIPRO / SLDIRL / SLDIPR2 / SLDIPR3 /
SLDIP6R1(®x418Q | SLDIP6R1®x4180 | SLDIP6R1MOx4185 | SLDIP6R1®x418P
192(0xCO) 168(0xA8) 0(0x00) 21(0x15)

4.1.45 SLDHARSOCKETess Destination Hardware Address
Register)

[RO] [0x 4190-0x4195] [0x0000 0000 _0000]
SLDHAR setglestination hardware address when reply packet of SLCR[ARP4] or SLCR[ARPE6] is

received.

Ex)SLDHAR: 011:22:33: AA: BB: CC6
SLDHARMx4190) | SLDHARDOx4191) | SLDHAR®x4192)

ox11 0x22 0x33
SLDHAR®x4193) | SLDHARDx4194) | SLDHAR®Xx4195)
OXAA OxBB 0xCC

4.1.46 PINGIDR (PING ID Register)
[R=W] [0x 4198-0x4199] [0x0000]

PINGIDR sets the IDof the ping request packet to be transmitted by SLCR [PING4] or SLCR
[PINGS].

Ex) PINGIDR = 256 (0x0100)
PINGIDRO§x4198) | PINGIDR(0x4199)
0x61 0x00

4.1.47 PINGSEQR (PING Sequentceimber Register)
[R=W] [0x 419C-0x419D] [0x0000]

PINGSEQR sets the sequence number of the PINGequest packet to be transmitted by SLCR
[PINGA4] or SLCR [PINGE6], and does not increase automatically.

Ex) PINGSEQR = 1000 (0x03ES8)
PINGGEQRO(0x419Q | PINGGE@R1(0x419D
0x03 OXE8
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4.1.48 UIPR(Unreachable IP Address Register)
[RO] [0x 41A0-0x41A3] [0x0000 _0000]

UIPR is set to the destination IPv4 address of the received packet when receiving ICMPv4
Unreachable Packet (IRIUNR4] = '1").

Ex) Unreachable IP Address=
UIPRO(Ox41A0
192(0xCO0)

019 20.106 9 .
UIPRL(0x41A1) | UIPR20x41A2
168(0XA8) 10(0X0A)

UIPR30x41A3

10(0x0A)

4.1.49 UPORTR (Unreachable Port Register)
[RO] [0x 41A4-0x41A5] [0x0000]

UPORTR is set to the destination port of the receive d packet when receiving ICMPv4
unreachable packet (IR[UNR4] ='1".

Ex) Unreachable PORT =030006 (0xOBB8)
UPORTRO(041A4)
0x0B

UPORTR1(0%1A5)

0xB8

4.1.50 UIPGR (Unreachable IP/6 Address Register)

[RO] [0x 41B0-0x41BF] [ 0x0000_0000_0000_0000_0000_0000_0000_ 0000 ]
UIP6R is set to the destination IPv6 address of the received packet when receiving ICMPv6
unreachable packet (IR[UNR6] = '1").

Ex) Unreachable IPis 0 F E:8AB.CDE®

UIPERO(0x41B0)

UIPERL(0x41B1)

UIPER2(0x41B2)

UIPER3(0x41B3

OxFE 0x80 0x00 0x00
UIPGRA(0x41B4 | UIPER5(0x41B5 | UIPER6(0x41B6 | UIPER7(0x41B7)
0x00 0x00 0x00 0x00
UIPER8(0x41B8 UIPERO(0x41B9 | UIPERLO(0x41BA | UIPER11(0x41BB
0x00 0x00 0x00 0x00
UIPER12(0x41BQ | UIPERL3(0x41BD | UIPER14(0x41BE | UIPER15(0x41BH
0x00 OxAB 0xCD OxEF

4.1.51 UPOR®BR (Unreachable IPv6 Port Register)
[RO] [0x 41C0-0x41C1] [0x0000]

UPORT6R is set to the Destination Port of the received packet when receiving ICMPv6

Unreachable Packet (IRIJUNR6] = '1").
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Ex) Unreachable PORTis 030000 (0xOBB8)
UPORBRO(0x41C0O | UPORBR1(0x41CJ)
0x0B 0xB8

4.1.52 INTPTMRInterrupt Pending Time Register)
[R=W][Ox 41C5-0x41C6][0x0000]

INTPTMR sets the internal interrupt pending timer count. The timer count is initialized by the
value in INTPTMR when INTn igdde-asserted to HIGH, and is decremented by 1 in 4 clocks of
SYS CLK fronmat the time when the interrupt occurred until it becomes 0.

INTn is asserted to LOW when an interrupt occurs and the corresponding interrupt mask is
enabled and INTPTMR = 0.

Ex) INTPTMR = 1000(0x03EB)
INTPTMRO(041C5 | INTPTMR1(041C§
0x03 OXEB

4.1.53 PLR(Prefix Length Register)
[RO] [ 0x41D0] [0x00]

PLR is set to prefix length field in prefix information option of RA  (Router Advertisement)

message received from a router (SLIR[RS] = 1 or SLI|

Ex) RA Prefix Length = 0x10

PLROx41DQ

0x10

4.1.54 PFR (Prefix Flag Register)
[ROJ] [ 0x41D4] [0x00]

PFR is set to prefix flag field in prefix information option of RA  (Router Advertisement)

message received from a router (SLIR[RS] = 1 or SLI

Ex) Flag = OxCO

PFROx41D4

0xCO

4.1.55 VLTR(Valid Life Time Register)
[RO] [0x 41D8-0x41DB] [0x0000 _0000]
VLTR is set tovalid life time field in prefix information option of RA  (Router Advertisement)

message received from a router (SLIR[RS] = 1 or SLI |
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Ex) Valid Life Time =2592000(0x0027_8D00

VLTRO(0x41D8 VLTRL(0x41D9 VLTR(0x41DA VLTR3(0x41DB
0x00 0x27 0x8D 0x00
4.1.56 PLTR(Preferred Life Time Register)
[RO] [0x 41DC-0x41DF] [0x0000 _0000]
PLTR is set topreferred life time field in prefix information option of RA  (Router
Advertisement)y message received from a router (SLIR[RS] = 1
Ex) Preferred Life Time = 604800 (0x0009_3A80
PLTRO(0x41DQ | PLTRL(0x41DD | PLTR(0x41DB | PLTR3(0x41DH
0x00 0x09 0x3A 0x80

4.1.57 PAR(Prefix Address Register)
[RO] [0x 41E0-Ox41EF][ 0x0000_0000_0000_ 0000 0000 0000 0000 0000 ]

PAR is set toprefix address field in prefix information option of RA  (Router Advertisement)

message received from a router (SLIR[RS] = 1 or SLI|
EX)Prefixis02001: 2h&: 10: 1
PARD(0x41EQ PAR10x41E1) PAR(Ox41E2 PARB(0x41E3
0x20 0x01 0x02 0xb8
PAR40x41E4 PARZOx41E5 PARS(0x41E6 PAR/(0x41E7)
0x00 0x10 0x00 0x01
PARB(Ox41E8 PARYOx41E9 PAR1QOX41EA PARL1(0x41EB
0x00 0x00 0x00 0x00
PAR1Z0x41EQ PAR130x41ED PAR140x41EB PARL5(0x41ER
0x00 0x00 0x00 0x00
4.1.58 ICMP6BLKRICMPV6 Block Registey

[R=wW] [0x 41F0][0x 00]
ICMP6BLKRcan selectively set blocking ICMPv6 packes such as PING6, Multicast Listener
Discovery (MLD) Query, Router Advertisement (RA), Neighbor Advertisement (NA), and Neighbor
Solicitation (NS). Block Packets can be received via IPRAW6SOCKET

PING6
R=W

MLD RA NA NS
R=W

R=W R=W R=W
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Bit Symbol Description

[7:5] - Reserved
ICMPv6 EchoRequest Block
4 PING6 1: Block Echo Request Packet

0: Normal Operation

ICMPv6 Multicast Listener Discovery(MLD) Query Block

3 MLD 1: Block Multicast Listener Discovery Query Packet

0: Normal Operation

ICMPV6 Router Advertisement Block

2 RA 1: Block Router Advertisement Packet
0: Normal Operation

ICMPV6 Neighbor Advertisement Block
1 NA 1: Block Neighbor Advertisement Packet

0: Normal Operation
ICMPv6Neighbor Solicitation Block
0 NS 1: Block Neighbor Solicitation Packet

0: Normal Operation

4.1.59 CHPLCKR (®ip Lock Register)
[W O] [ 0x41F4 ] [0x00]

CHPLCKR sets SYSR[CHPL]
If SYSR [CHPL] is 'Unlock’, SYCRO and SYCR1 can be set.

Unlock Lock

OxCE Others

4.1.60 NETLCKR (Network Lock Register)
[WO] [ 0x41F5][0x00]
NETLCKR sets SYSR[NETL]
If SYSRINETL] is 'Unlock’, Network Configuration Registers (SHAR, GAR, SUBR, SIPR, LLAR, GUAR,
SUB6RXan be set.

Unlock Lock

Ox3A 0xC5

4.1.61 PHYLCKR (PHY Lock Register)
[WO] [ 0x41F6] [0x00]

PHYLCKR sets SYSR[PHYL]
IfSYSRPHYL ] i s HARHNCRGndPBYCRIan be set.
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Unlock Lock

0x53 Others

4.1.62 RTR (Retransmission Time Register)
[R=W] [0x4200 -0x4201] [0x07DO0]
RTR sets the initial value of Sn_RTR(SOCKET Retransmission Time Register).
The unit is 100us.
It involves retransmission of packets (ARFEND, TCP) with an RCR (Retransmission Counter

Register). Refer to 7.7 Retransmission.

Ex) RTR = 5000 (0x1388)
5000*100us = 0.5s

RTRO(0%200) | RTR1(0x201)
0x13 0x88

4.1.63 RCR (Retransmission Count Register)
[R=W] [0x 4204][0x0 7]
RCRsets the initial value of Sn_RCRSOCKET Retransmission Count Register).
It is involved in retransmission of packet (ARFND, TCP) with an RTR(Retransmission Time

Register). Refer to 7.7 Retransmission.

4.1.64 SLRTR$OCKETess Retransmission Time Register)

[R=W] [0x 4208-0x4209] [0x07DO0]
SLRTRsets the Retransmission Time of SLCR
The unit is 100us.
If there is no response to the request packet transmitted by the SLCR, retransmission occurs. If
the number of retransmissions exceeds the value specified in the SLRCR (SOCKETess
Retransmission Count Register), Timeout occurs (SLIR [TOUT] ="'0.

Refer to 7.7 Retransmission.

Ex) SLRTR = 5000 (0x1388),
5000 * 100us = 0.5s

SLRTRO(0%208) | SLRTR1(0%209)

0x013 0x88
4.1.65 SLRCR$OCKETess Retransmission Count Register)
[R=W] [0x 420C] [0X00]
The SLRCR sets the Retransmission Counter of the SLCR.

If the retransmission counter exceeds SLRCR, SLIR [TOUT] becomes '1".

Refer to 7.7 Retransmission.
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4.1.66 SLHOPR (Hop limit Register)
[RW] [ Ox420F] [0x 80]
Sets the HOP of ND Messages (NS, NAjansmitted by SLCR.

Ex) SLHOPR= 128 (0x80)

SLHOPROx420R
0x80 (128)
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4.2 SOCKERegister

4.2.1 Sn_MR $OCKEN Mode Register)
[R=W] [0x0000 ] [0x00]

Sn_MR setSOCKEMode and options. It must be set before

SOCKEDPEN (Sn_CR[OPEN]6 1 5 ) .

7 6 5 4 3 2 1 0
ND
MMB
R=W R=W R=W R=W R=W R=W R=W R=W
Bit Symbol Description
MULTL Multicast Mode
Itis valid when Sn_MR[3:0] is UDR}, UDP6 or UDPD
ref) 7.3.3 UDP Multicast
0 : Disable UDP Multicast
MULTI 1: Enable UDP Multicast
7
MF MF: MAC Filter Enable
It is valid when Sn_MR[3:0] is MACRAWnNode.
0 : Disable MAC Filter (Receive All Packets)
1: Enable MAC Filter (Receive only Multicast, Broadcast and Source
MAQSHAR)Address Packets)
BRDB Broadcast Block
Itis valid when Sn_MR[3:0] is UDR, UDP6, UDPD or MACRAWiode.
ref) 7.3.2 UDP Broadcast
0 : Disable UDP BroadcastBlock
1: Enable UDP Broadcast Block
BRDB/
° FPSH FPSH Force Push flag

It sets PSH flag in DATApacket forcedly when Sn_MR[3:0] is TCH,
TCP6 or TCPD

0 : Disable Force PSH flag (Set PSH flag onlyin the last DATA Packet
sent by SEND Commany
1: Enable Force PSH flag
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ND: No Delayed ACK
Itis valid when Sn_MR[3:0] is TCP4, TCP6 or TCB.

0 : Disable No Delayed ACK(Send ACK Packet after Sn_RTR

1: Enable No Delayed ACK(Send ACK Packet after receiving DATA
Packet)

ref) After Sn_CR[RECV], if SOCKETWindow Size is smaller than MSS, ACK

Packet sent immediately. And itis unrelated to ND.

MC: Multicast IGMP Version
MC bit is used when Sn_MRJ[3:0Jis UDP4and Sn _ MR[ MUL T ]

ND/ 0 : Using IGMP version 2
5 MC/ 1: Using IGMP version 1
SMB/
MMB SMB: UDP6 Solicited Multicast Block
SMB bit is used when Sn_MR[3:0]s UDP6or UDPD.
It blocks receiving Packet sent to Solicited Multicast Address in  W630Q
0 : Disable Solicited Multicast Block
1 : Enable Solicited Multicast Block
MMB: UDP4 Multicast Block in MACRAW Mode
Itis valid when Sn_MR3:0] is MACRAWANd Sn_MRMF] is6 1 &
0 : Normal Mode
1: Block IPv4 Multicast
UNIB : Unicast Block
Itis valid when Sh_MR[3:0]is UDR, UDP6 or UDPD.
ref) 7.3.5.2 UDPBIlock
0 : Disable UDP Unicast Block
UNIB/ 1: Enable UDP Unicast Block
4 MMEB

MMB6 : UDP6 Multicast Block in MACRAW Mode
Itis valid when Sn_MR3:0] is MACRAWANd Sn_MRMF] is6 1 &

0 : Normal Mode
1 : Block IPv6 Multicast
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[3:0]

P[3:0]

P[3:0]: Protocol Mode

It sets SOCKEProtocol Mode. MACRAWMode is only available on

SOCKED.

P[3:0] Protocol Mode
0000 SOCKETIlosed
0001 TCH
0010 UDH
0011 IPRAWM
0111 MACRAW
1001 TCR
1010 UDF5
1011 IPRAVG
1101 TCPDual (TCPD)
1110 UDPDual (UDPD)

4.2.2 Sn_PSRSOCKET Prefer Source IPv6 Address Registe)

[R=W] [0x 0004] [0x00]
Sn_PSR setsource IPv6 Address (SIP6) ofSOCKET.

Vaule | Symbol | Description
Depending on destination IPv6 Address (DIP6), source IPv6 Address
(SIP6) is automatically set.
-0x00 AUTO
If DIP6 is LLA, SIP6s set as LLA.
If DIP6 is GUA, SIP8s set as GUA.
0x02 LLA SIP6 is set as LLA.
0x03 GUA SIP6 is set as GUA.

4.2.3 Sn_CR $OCKET Command Register)

[RW,AC] [0x00 10] [0x00]

Sn_CR sets SOCKETcommand bits. After a command operation, the command bit is

automatically cleared. The next command bit cannot be operated before the previous command

bit is cleared.
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Value

Symbol

Description

0x01

OPEN

OPENCommand
Before SOCKETOPEN Command,SOCKETmode must be set by Sn_MR.
After OPEN Command, Sn_SR describeSOCKEBtatus as below.

Sn_MR (P[3:0])

Sn_SR

Sn_MR_CLOSE( @

SOCK_CLOSED(0x00)

Sn_MR_TCP(60

SOCK_INIT(0x13)

Q
Sn_MR_UDP( 60¢

SOCK_UDP(0x22)

Sn_MR_I PRAW( §

SOCK_IPRAW/(0x32)

S0 _MR_ MA C RI& W(

SOCK_MACRAW(0x42)

ST _MR_TCP6(061

SOCK_INIT(0x13)

ST _MR_UDP6 (061

SOCK_UDP(0x22)

ST _MR_ | PRAWSG (

SOCK_IPRAB(0X33)

ST _MR_TCPD(61

SOCK_INIT(0x13)

Y MR_UDPD( 61

SOCK_UDP(0x22)

0x02

LISTEN

LISTEN Command

If SOCKETode is TCP4, TCP6 or TCPD and Sn_S&®SOCK_INITSOCKET
ocon@detiorCalftdr HSTEN command.

ref) 7.2.1 TCP SERVERISTEN

waits for

0x04

CONNECT

TCP CONNECT Command
If SOCKETmode is TCP4 or TCB®, and Sn_SR is SOCK_INITSOCKET
requeststheconnecti on to O6TCP SEBNMWMBERO a

ref) 7.2.2 TCP @IENT CONNECT

0x84

CONNECT6

TCP6 CONNECT Command
If SOCKETmode is TCP6 or TCB®, and Sn_SR is SOCK_INITSOCKET
requeststheconnecti on to O6TCP SEBNMWMBERSO a

ref) 7.2.2 TCP @IENT CONNECT

0x08

DISCON

TCP DISCON Command

If SOCKETode is TCP4, TCP6 or TCPD and Sn_SR is SOESTABLISHEI
or SOCK_CLOSE_WAIBOCKETequests the disconnection (FIN Packet)
to the connected destination.

ref) 7.2.1 TCP SERVERDisconnected (Active Close)

0x10

CLOSE

CLOSE Command

By CLOSEEommand, SOCKETs closed immediately and Sn_SR changes
to SOCK_CLOSED regardless of the previous status.

* CAUTION: In TCP4, TCP6 and TCPD Mode, SOCKET s closed without

sending FIN Packet
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0x20 SEND

SEND Command
SOCKEBends DATApackets in TCP4, TCP6, TCPD, UDP4, UDPD, IPRAV
and MACRAWnNode.

OxAO0 SEND6

IPv6 SOCKETSEND Command
SOCKEBends DATApackets in UDP6, UDPD and IPRAW®& ode.

0x22 | SEND_KEEF

TCP SEND_KEEP Command
SEND_KEEP command is used only in TCPZCP6 and TCP mode and It
is valid only in case HOSTsent at least 1 Byte DATAbefore SEND_KEEI

command.

SEND_KEEP command sends Keep AliyEA) packet to peer for checking
if TCP connection is still valid. If ACK packet for KA packet is not
received, Sn_IR[TIMEOUT]occurs, and Sn_SR is set SOCK_CLOSED aft
the configured retransmission time.

ref) 7.2.4.2 Keep Alive

0x40 RECV

SOCKETRECV Command

By RECV commandHOSTcan read data received in SOCKET RX Buffer
block. Sn_RX_RDOCKETN Read Pointer Register) must be increased by
the size of the read data.

ref) 4.2.28 Sh_RX_RSR BOCKET n RX Received Size Register), 4.2.30
Sh_RX_WR (SOCKETn RX Write Pointer Register) , 4.2.29 Sh_RX_RD SOCKET
n RX Read Pointer Register)

* By SEND or SEND6 Commands SOCKETsends DATA and the DATA size is calculated by Sn_TX_WR( SOCKETnh TX

Write Point er Register) and Sn_TX_RD(SOCKETn TX Read Pointer Register). Sending DATA must not exceed

Sn_TX_FSREOCKETN TX Free Buffer Size Register) and HOSTsets next SEND Command after Sn_IR[SENDOK]

= 0616.

* In TCP4, TCP6, TCPD, UDP4, UDP6 and UDPD Mode, if the sending DATA exceeds MSS(Maximum Segment Size),

the sending DATA is automatically divided by MSS and transmitted.

* In IPRAW4, IPRAW6 and MACRAW Mode,HOST must divide DATA by MSS.

* In TCP4, TCP6 and TCPD Mode, if SOCKET could not successfully send DATA (no receives ACK Packet) to

Destination, SOCKETwill be closed and Sn_IR[TIMEOUT] & Sn_SR[SOCK_CLOSED] occurs.

* In TCP4, TCP6, TCPD, UDP4, UDP6, UDPD, IPRAWA4, IPRAW6 and MACRAW Mode, Sn_TX_FSR is increased by sent

DATA Size after Sn_I| R[ SENDOK] = 0616.
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4.2.4 Sn_IR SOCKET Interrupt Register)

[RO] [0X00 20] [0X00]

Sn_IR describes the status of SOCKET or the results of Sn_CR.

If an event registered in Sn_IR occurs and the corresponding masking bit in Sn_IMR is set,

S R[ Sn_ 1| NT] by 0616.
7 6 4 3 2 1 0
= - SENDOK| TIMEOUT| RECV DISCON CON
RO RO RO RO RO
Bit Symbol Description
[7:5] - Reserved

4 SENDOK SEND OK Interrupt
Itis set by dbafter Sn_CR[SEND] complete.
TIMEOUT Interrupt

3 TIMEOUT When the count of retransmission exceeds Sn_RCR(SOCKERT r
Retransmission Count Register)in ARAND or TCP communication, it is
set by 616.
RECEIVED Interrupt

2 RECV When SOCKETeceived DATA or when DATA still remained in SOCKET
nbuffer bl ock after Sn_CR[RECV], it
DISCONNECTED Interrupt

1 DISCON | WhenSOCKETs received FIN, RSTPacket or ACKpacket for FIN packet
sent by Sn_CR[ DI SCON], it is set
CONNECTED Interrupt

0 CON When TCP connection is established by Sn_CRCONNEC], Sn_CR

[CONNECTS6] or by receiving SYNbacket from destination, it is set by

616 .

4.2.5 Sn_IMR $§OCKET Interrupt Mask Register)

[R=W] [0x00 24] [OXFF]

Sn_IMR is used for the corresponding Sn_IR bitmask.

7 6 4 3 2 1 0
- SENDOK| TIMEOUT RECV DISCON CON
- R=W R=wW R=wW R=wW R=W
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Bit Symbol Description

[7:5] - Reserved
4 SENDOK | Sn_IR[SENDOK] Interrupt Mask
3 TIMEOUT | Sn_IR[TIMEOUT] Interrupt Mask
2 RECV Sn_IR[RECV] Interrupt Mask
1 DISCON | Sn_IR[DISCON] Interrupt Mask
0 CON Sn_IR[CON] Interrupt Mask

4.2.6 Sn_RCLR(S_IR Clear Register)

[W O] [0x00 28] [OXFF]

Sn_IRCLR clears the corresponding Sn_IR bit.

Bit Symbol Description

[7:5] - Reserved
4 SENDOK | Sn_IR[SENDOK] Interrupt Clear
3 TIMEOUT | Sn_IR[TIMEOUT] Interrupt Clear
2 RECV Sn_IR[RECV] Interrupt Clear
1 DISCON | Sn_IR[DISCON] Interrupt Clear
0 CON Sn_IR[CON] Interrupt Clear

4.2.7 Sn_SR $OCKET Status Register)

[RO] [0x00 30] [0x00]

Sn_SR describes the status of SOCKETh. The status of SOCKETh is changed by SOCKETh

command or sent/received DATA.

Value Symbol Description

0x00 SOCK_CLOSED | SOCKET closed.

0x13 SOCK_INIT SOCKET opened in TCP Mode.

0x14 SOCK_LISTEN | SOCKET is in TCP Modeand waits for Connection request.
0x17 | SOCK_ESTABLISHE SOCKET is in TCP Modeand TCP Connection is completed.
0x1C | SOCK_CLOSE_WAI SOCKE is in TCP Mode and received FIN Packet.

0x22 SOCK_UDP SOCKE opened in UDP Mode.

0x32 SOCK_IPRAW SOCKET opened in IPRAW Mode.

0x33 SOCK_IPRAW6 | SOCKET opened in IPRAW6 Mode.

0x42 SOCK_MACRAW | SOCKET opened in MACRAW Mode.

The below table shows the temporary status indicated during changing the status of SOCKET
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Value Symbol Description

0x15 SOCK_SYNSENT | The status of sending Connect-Request.

0x16 SOCK_SYNRECV| The status of receiving Connect-Request.

0x18 SOCK_FIN_WAIT

0X1B SOCK_TIME_WAIT| The status of closing SOCKET.
0X1D SOCK_LAST_ACK

SEND/RECY SOCK_IPRAWA | senps/ReC SOCK_IPRAWG () :sws
{when Sn_MR[3:0]='IPRAW4') {when Sn_MR[3:0]='IPRAWE') » * Command

——— : SEND/RECV packet

SEND(6)/RECV CLOSE OPEN ———— :Timeout
OPEN ‘/CLC'SE
OPEN
SOCK_UDP SOCK_CLOSED SOCK_MACRAW SEND/RECV
{when Sn_MR[3:0]="UDP4/UDP&/UDP Dual’) CLOSE (START/END) (when Sn_MR[3:0]="MACRAW')
OPEN CL/OSE RECV ACK

\\ RECV FIN
¢

Timeout |
\

CLOSE SOCK_INIT

/ (when Sn_MR[3:0]="TCP4/TCP6/TCP Dual’)
|
/

|
\
LISTEN
CONNECT(6) / / ‘
[ SOCK_LISTEN

_Timeout

SOCK_SYNSENT F.J
/
/

Timeout

RECW SYN
¥ ____Timeout

SOCK_SYNRECV RECY SYN/ACK !
2 SEND ACK
s L2

;END SYN/ACK -
reew SOCK_ESTABLISHED |—— -
——  RECVEN—

SOCK_LAST ACK

CLOSE DISCON

\

ESOCI(_C LOSE_WAIT]

SEND/RECV
SEND/RECV
Figure 4 State Diagram
4.2.8 Sn_ ESR GOCKET Extension Status Register)
[RO] [0x00 31] [0x00]
Sn_ESRndicates SOCKET extension status in TCP4, TCP6 and TCPDnode.
7 6 5 4 3 2 1 0
- - - - - TCRAV SVR GUA
- - - - - RO RO RO
Bit Symbol Description
[7:3] - Reserved
2 TCPM TCP Mode
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It describes TCP version after connection with Destination in TCPD
Mode.

0: TCP4

1: TCP6

TCP Operation Mode
1 TCPOP 0: TCP Client

1: TCP Server

IPv6 Address type

It describes Source IPv6 Addressof the sent packet in TCP6 and TCPD
Mode.

0 IP6T
0:LLA
1: GUA

4.2.9 Sn_MR (SOCKET IP Protocol Number Register)
[R=W] [ 0x0100 ] [0x0000]
In IPRAW4 and IPRAW6 mode, SnNR sets upper layer protocol number of IPv4, or next header

of IPv6. Please refer to Table 7 and IANA_Protocol Numbersto set sn_PNR
DO NOT set as TCROx06) and UDP(0x11).

4.2.10 Sn_TOR (SOCKEN IP Type of Service Register)
[R=W] [0x0O 104] [0x00]

Sn_TOSR sets TOS (Type Of Service) of IPWeader.

ref) JANA IP Parameters

* CAUTION: W6300 does not support Traffic Class and Flow Label Field in IPv6 Header. Both will be
fixed as 6008.
4.2.11 Sn_TTIR(SOCKET IP Time To Live Register)
[R=W] [0xO 108] [0x80]
Sn_TTLR sets TTL(Time To Live) of IPveader or HOPIlimit field in IPv6 header.
ref) JANA IP_Parameters

4.2.12 Sn_FRSR SOCKE Fragment Offset in IP Header
Register)

[R=W] [0x0O 10C-0x010D] [0x4000]
Sn_FRGR sets Fragment Offset of IP Header.
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* CAUTION : Fragment field can be set to any values . But W6300 SOCKET does not perform

fragmentation and does not process any fragmented received packet.

Ex) SO_FR®0 = 0x0000 (DO NOTfragment)
SO0_FRGRO(0XC) SO0_FRGR1(0x0D)
0x00 0x00

4.2.13 Sn_MSRB (SOCKEN Maximum Segment Size Register)

[R=W] [0xO 110-0x0111 ] [OXFFFF]
_MSSR setSOCKET MSS (Maximum Segment Size) and it must be done before Sn_CR[OPEN].
Each SOCKETmMode has the MSS range. And ifSOCKET MSS set by Sn_MSSR exceeds the MSS

range, it automatically set sthe maximum MSS in the MSS range.

S MR[3:0] Normal Range PPPoERange
(NEMR [ PPPOE] = (NEMR [ PPPOE] =

TCP 1~1460 1~1452
TCP6 1~1440 1~1432
UDP 1~1472 1~1464
UDP6 1~1452 1~1444
IPRAW 1~1480 1~1472

IPRAWG6 1~1460 1~1452

MACRAW 1~1514

Ex) SO_MSR = 1460 (0x05B4),
SO_MSRO(0x0110) | SO_MSRL(0x0111)
0x05 OxB4

4.2.14 Sn_PORTRYOCKEN Source Port Register)
[R=W] [0x011 4-0x011 5] [0x0000]
Sn_PORTR setSOCKE™T Source Port Number.

Ex) SO_PORTR = 5000 (0x1388)
SO_PORTRO(0x14) | SO_PORTR1(®15)
0x013 0x88
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4.2.15 Sn_DHARS$OCKEN Destination Hardware Address
Register)
[RW] [0x0 118-0x11D] [0x0000 _0000_0000]
Sn_DHAR indicates the destination hardware address after the connection is established (Sn_SR
= SOCK_ESTABLISHE/Mth the destination in TCP4, TCP6, TCPD mode.
Sn_DHAR is set as migicast group hardware address when Sn_MR[3:0] is UDP4 or UDP6 and
Sn_MR[MULTI] is 016.
ref) 7.3.3 UDP Multicast

ExY*O DHAR = 011:22:33: AA: BB: CCo
SO0_DHAR@x0118) S0_DHARIx0119) SO0_DHARZIX011A)
0x11 0x22 0x33

SO_DHARZIx011B) | SO _DHARAX011C) | SO_DHARMX011D)

OxAA 0xBB 0xCC

4.2.16 Sn_DIPR$OCKET Destination IPv4 Address Register)
[RW] [0XO 120-0x01 23] [0x0000 _0000]

Sn_DIPR indicates IPv4lestination address and depends onthe protocol type in Sn_MR[3:0].

S_MR[3:0] Sh_MR[MULTI] S _DIPR
TCH Dondt C i
Set or Get Destination IPv4 Address
TCPD Dondt C i
UDR} 0
UDPD Dondt c ¢ Set Destination IPv4 Address
IPRAWM Dondt C
UDP4 1 Set Multicast Group IPv4 Address

ref) 7.3.3 UDP Multicast

EX)SO DI PR = 0192.168.0.116
SO_DIPRO(0R120) | SO _DIPR1(0&121) | SO_DIR2(0x0123 | SO_DIR3(0x0123
192 (0xCO) 168 (OXA8) 0 (0x00) 11 (0X0B)

4.2.17 Sn_DIP® (SOCKET Destination IPv6 Address Register)
[RW] [0x 0130-0x013F] [ 0x0000_0000_0000_0000_0000_0000_0000_0000 ]
Sn_DIPR indicates IPv6 destination address and depends on the protocol type in Sn_MR[3:0].

S_MR[3:0] S1_MR[MULTI] S DIP6R

TCP6 Dondt c { Set or Get Destination IPv6 Address
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TCHD Dondt ci

UDRS 0

UDPD Dondt c { SetDestination IPv6 Address
IPRAV® Dondt ci

UDP6 1 Set Multicast Group IPv6 Address

ref) 7.3.3 UDP Multicast

Ex) Destination IP is 0 F E:8AB.CDE®

S0_DIBRO(0x013Q

S0_DIBR1(0x013)

S0_DIBR2(0x0133

S0_DIBR3(0x0133

OXFE 0x80 0x00 0x00
SO_DIBR4(0x0139 | SO_DIBR5(0x0135 | SO_DIBR6(0x013§ | SO_DIBR7(0x0137
0x00 0x00 0x00 0x00
SO_DIBR8(0x013§ | SO_DIBR9(0x0139 | SO_DIBR10(0x0134 | SO_DIBR11(0x013B
0x00 0x00 0x00 0x00
S0_DIBR12(0x013G | SO_DIBR13(0x013[) | SO_DIBR14(0x013F | SO_DIBR15(0x013/
0x00 OXAB 0XCD OXEF

4.2.18 Sn_DPORTRJOCKET Destination Port Register)
[RW] [0x01 40-0x0141 ] [0x0000]

Sn_DPORTR indicates destination port and depends on the potocol type in Sn_MR[3:0].

$_MR[3:0] S_MR[MULTI] S _DPORTR
TCH Dondt ci
TCP6 Dondt c i SetorGetDestination Port
TCHD Dondt c:
UDR 0
UDP6 0
UDPD Dondt c ¢ SetDestination Port
IPRAM Dondt ci
IPRAWG Dondt ci
UDP4 1
Set Multicast Group Port
UDP6 1

In TCP4, TCP6 and TCPD mode, Sn_DPORTR is $etthe destination port or get the connected

destination port.

In UDP4, UDP6, UDPD and IPRAW®Bode, Sn_ DPORTR is set tdhe peer & destination port.
In UDP4 and UDP@nulticast mode, Sn_ DPORTR is set tdhe multicast group port.

ref) 7.3.3 UDP Multicast
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Ex) SO_DPORTR = 5000 (0x1388),

SO_DPORTRO(0A@0) | SO_DPORTR1(0A@1)

0x13 0x88

4.2.19 S$h_MR2 SOCKEN Mode register 2)

[R=W] [0x0 144] [0x00]

Sn_MRZXets SOCKET option like Sn_MR.

7 6 5 4 3 2 1 0
- - - - - DHAM FARP
R=W R=W
Bit Symbol Description
[7:2] - Reserved
Destination Hardware address Mode
It sets destination hardware address of Ethernet frame to be sentwhen
Sn_MR][3:0] is not MACRAW mode.
1 DHAM
0 : Destination hardware address is set to the address obtained
through ARRprocess.
1 : Destination hardware address is set to the value in Sn_DHAR.
Force ARP
When Sn_MR is UDP4, UDP6, UDPD, IPRAW4 and IPRAW6 m&RCKET
n performs ARRND-processon every Sn_CR[SEND] or Sn_CR[SENDE].
When Sn_MR is TCP4, TCP6, TCPD an
S E RV E thé ,ARREND-process is performed before sending the
SYN/ACK packet.
0 FARP The destination hardware address obtained by ARRprocess is used as

the destination hardware address of packet to be sent.

0 : Disable
1: Enable

*CAUTIONIN case of DHAM #AD&rbdess peEfarrasnthei

destination hardware address is set as Sn_DHAR.
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4.2.20 Sn_RTR$OCKEN RetransmissionTime Register)
[R=W] [0xO 180-0x0181 ] [0x0000]

Sn_RTR setSOCKET retransmission time and the unit is 100us. If Sn_RTRis 6 0 6 , it is
initialized by Sn_CR[OPEN] = 0618 with the value of |
Refer to 7.7 Retransmission.
Ex) SO_RTR = 5000 (0x1388),
5000 * 100us = 0.5s
SO_RTRO(x@80) | SO_RTR1(0x081)

0x013 0x88

4.2.21 Sn_RCR$OCKET Retransmission Count Register)
[R=W] [0xO 184] [0x00]

Sn_RCR setSOCKET retransmissioncount er . I f Sn_RCR is 606, it is in
= 6106 with the value of RCR.

Refer to 7.7 Retransmission.

4.2.22 Sn_KPALVTRSOCKEN Keep Alive Time Register)
[R=W] [0xO 188] [0x00]

Sn_KPALVTR setSOCKETh TCP Keep Alive (KA) time, and the unit is 5 sec. When Sn_SRs
SOCK_ESTABLISHEBDI SOCKET sendsover 1 Byte DATA, SOCKET is valid to send KA packet.
I f Sn_ KPALSORKEiosly séndsKApacket by Sn_ CR[SENDKEEP].

Ex) SO_KPALVTR = 10 (0x0A),
10 * 5s = 50s

SO_KPALVR(0x0188)
OX0A

4.2.23 Sn_TXBSR(SOCKEN TX Buffer Size Register)
[R=W] [0x0 200][0x0 4]

Sn_TX_BSR setSOCKET TX Buffer sizeto 0, 1, 2, 4, 8 , 16 or 32KB.

If it sets to the other value or the total ~ size of Sn_TX_BSR exceed82KB, it causes a malfunction

in buffer read/write accessprocess.

Value (Dec)

16

32

Buffer size

OKB

1KB

2KB

4KB

8KB

16KB

32KB
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Ex) SO_TXBSR 4 Kbytes

S0_TXBSR0x0200)
0x04

4.2.24 Sn_TX FSRSOCKEN TX Free Buffer Size Register)
[RO] [0xO 204-0x205][0x0 000]
Sn_TX_ FSR indicates thdree size in SOCKET buffer block.

In UDP, IPRAW and MACRAW mode,
Sn_TX_FSR Sn_TX_BSRK|Sn_TX WRY §Sn_TX_R® |
In TCP mode,

Sn_TX_FSR Sn_TX_BSRK| Sn_TX_WRdInternal Pointer® |

(1) SOCKETN TX Write Pointer Register
(2) SOCKETN TX Read Pointer Register
(3) TCP ACK Pointer managed by W6300

Make suresending DATA size does not exceed the size in sn_TX_FSR.

Ex) SO_TX FSR = 1024 (0x0400)
SO0_TX_FSRO(02D4) SO0_TX_ FSR1(0AD5)
0x04 0x00

4.2.25 S _TX _RD SOCKETN TX Read Pointer Register)

[RO] [0XO 208-0x0209] [0x0000]
Sn_TX_RD is initialized by Sn_CR[OPEN].
By Sn_CR [SENDFOCKEBends DATAwhich is stored from Sn_TX RDo Sn_TX_WRn SOCKET
n TX Buffer. After sending DATA, Sn_IR [SENDOK]s set, and Sn_TX_RD is automatically
increased by sent data size. If the auto -increment Sn_TX_RDexceeds the maximum value
OXFFFF of the 16-bit offset address and the Carry bit (17 ™ bit) occurs, the carry bit is ignored

and automatically set to the lower 16 bits value.

Ex) SO_TX_RD = 0xd4b3
SO_TX_RDO(0x@08) | SO_TX_RD1(0xP09)

Oxd4 0xb3

4.2.26 S _TX _WR SOCKEN TX Write Pointer Register)
[RW] [0x020C -0x20D] [0x0000]

Sn_TX_WR is initialized by Sn_CR[OPEN].

To send DATA, Sn_TX_WR processedas the following procedure.

W6300 o6 Hardwired Dual TCP/IP Stack Controller 69/146



@}Znet

HOSTreads the start address to store the sending DATA from Sn_TX_ WR.

HOSTstores the sending DATA from the start address in SOCKE™D TX buffer.
HOSTincreases Sn_TX_WR by thesize of the sending DATA. If the value of Sn_TX_WR
exceeds OxFFFF(the maximum value of 16bits Offset Address), the carry bit (17" bit) will
be ignored and the value of Sn_TX_WR must be set to the lower 16bits Offset Address.

4. HOSTsets Sn_CR[SEND] to send the stored DAT# SOCKET TX buffer.

Ex) SO_TX_WR = 0x0800
SO_TX_WRO(0XE0C) | SO_TX_WR1(0X20D)
0x08 0x00

4.2.27 Sn RX BSR(SOCKET RXBuffer Size Register)
[R=W] [0xO 220] [0X0O 4]
Sn_RX_BSRsets SOCKE RX Buffer Sizeto 0, 1, 2, 4, 8, 16 or 32KB.
If the total size of SOCKET RXbuffer exceeds 16KB, it causes a malfunction in buffer

read/ write access process.

Value (Dec) 0 1 2 4 8 16 32

Buffer size OKB 1KB 2KB 4KB 8KB 16KB 32KB

Ex) SO_RXBSR= 8 Kbytes

S0_RXBSR0x0220)
0x08

4.2.28 S _RX _RSRJOCKETN RX Received Size Register)
[RO] [0x0 224-0x0225] [0x0000]
Sn_RX_RSR indicatesthe size of received DATA in SOCKETT RXbuffer.

In TCP, UDP, IPRAW and MACRAW mode,
Sn_RX_RSR = | Sn_RX_WRSn_RX_R®)|

(1) SOCKETNn RX Write Pointer Register
(2) SOCKETNn RX Read Pointer Register

Ex) SO_RX_RSR = 2048 (0x0800)
SO_RX_RSR0(0224) | SO _RX_RSR1(025)

0x08 0x00
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4.2.29 S5 _RX _RDPBOCKETN RX Read Pointer Register)
[RW] [OxO 228-0x229 ] [0x0000]

Sn_RX_RD is initialized by Sn_CR[OPEN]. The received DATA IBROCKET RXbuffer is read or

updated as the following procedure.

1. HOSTreads the start address of the received DATA from Sn_RX_RD irSBOCKET RX
buffer.

2. HOSTreads the received DATA from the start address.

3. HOSTincreases Sn_RX_RD by theead DATAsize. If the value of increasing Sn_RX_RD
exceeds OxFFFF(the maximum value of 16bits offset address), the carry bit (17 bit) will
be ignored, and the value of Sn_RX_RD must be set to the lower 16bits offset address.

4. HOSTsets Sn_CR[RECV] téree SOCKET RXbuffer up by the size of DATA read.

Ex) SO_RX_RD536(0x0600)
SO_RX_RDO(0@28) | SO_RX_RD1(0xZ29)

0x06 0x00

4.2.30 S RX WR $OCKEN RX Write Pointer Register)
[RO] [0xO 22C-0x022D] [0x0000]

Sn_RX_WR indicates the lastaddress of the received DATA in SOCKETn TX buffer block.
Sn_RX_WR is initialized by Sn_CR [OPEN] and automatically increased byeceiving DATAsize.
If the incremented Sn_RX_ WRxceeds the maximum value OxFFFF of the 16-bit offset address
and the carry bit (17" bit) occurs, the carry bit is ignored and automatically set to the lower

16 bits value.

Ex) SO_RX_WR £536(0x0600)
SO_RW_WRO(0x@2C) | SO_RW_WR1(0x22D)
0x06 0x00
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5. HOSTInterface Mode

For communication with HOST W6300supports QSPIQuad Serial peripheral Interface) and
Parallel BUSI/F. By MOD[3:0].

QSPI consists of CSn SCLK,QDO0, QD1, QDZand QD3 And parallel BUSconsists of control
signal (CSn, WRn, RDnINTn), address(2bits) and data bits(8bits).

5.1 QSPIMode

In case where MOOJ3:0] is set to 000§ QSPI mode isactivated, and it operates as QSPIslave
mode. W6300can be connected to HOSTas shownFigure 5, Figure 6 and Figure 7 in

according to its QSPI operation mode.

QSPI MASTER QSPI SLAVE
MCU W6300

(External Host)

SCSn p{ SCSn

SCLK P SCLK

QDO | 1¢ > QDO

Q1| & > QD1

QD2 | » QD2

QD3| & > QD3

Figure 5 Quad SPI mode(QD0,1,2,3 pins are bidirectional )

QSPI MASTER QSPI SLAVE
MCU W6300
(External Host)
SCSn p{ SCSn
SCLK P SCLK
QDO | 1¢ » QDO
QD1 | » QD1

Figure 6 Dual SPI mode(QDO0, QD1pins are bidirectional)
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QSPI MASTER QSPI SLAVE
MCU W6300
(External Host)
SCSn p| scsn
SCLK p| SCLK
QDO(MOSI) »{ QDOMOSI)
QDLMISO)| 1« QD 1(MISO)

Figure 7 Single SPI mode(QDO, QD1 pins operated as MOSI, MISO)

W6300supports SPImode 0 and mode 3 as shown in Figure 8 below.
Data is always sampling on the rising edge of SCLK and toggling on the falling edge of SCLK.

QOO0:3] signals always transmit or receive in sequence from MSB to LSB every SCLK.

Sampling Toggling Sampling Toggling
| I | I

/T i i
SCLK | \ SCLK |
. : . |

! :
@ i —x l
QD[0:3] ' >< QD[0:3] |
| i | ;

Mode 0: SCLK idle level Low Mode 3: SCLK idle level High
Figure 8 SPI Mode 0 & Mode 3

5.1.1 QSPI Frame

W6300 communicates with HOSTin QSPIframe and QSPIframe consists of Instruction phase,
address phase, control phase, Dummy phaseand data phase as shown inFigure 9, Figure 10 and

Figure 11 as the below.
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Instruction Phase Address Phase Dummy Data Phase

» o i -
Il L] L] Ll

—
—

Q2 ) e ke K X Ko ke )
|
-

| |
{2 X X X X Ko A K o)
I I
— _
|

DGO O0 00
| | |

Figure 9 Quad SPI Frame Format

Instruction Phase Address Phase Dummy  Data Phase
> T

Figure 10 Dual SPI Frame Format

Instruction Phase . Address Phase

|
QD1 )

Qoo __ Ko ke Xe o Xe X» Ko Ko Ko ke ko Xe Xo Xo Xo X o)
| |

— i |

Figure 11 Single SPI Frame Format

The Instruction Phase selects the Block to which the Offset Address specified in the Address
Phase belongs and specifies the Read/Write Access Mode and QSPI Mode (Single/Dual/Quad).
Address Phase specifies 16bits Offset Address for Register and TX/RX Memory of W6300. Dummy
Phase is always fixed by 1 byte size in QSPI Format.
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5.1.1.1 Instruction Phase
The Instruction Phase consists of 8 bits including QSPI Mode Bits[2:0] and Block Select

Bits[4:0]. These bits determine the QSPI Mode and W6300 Register or Memory R/W and must
be received sequentially by 1 bit from MSB to LSB regardless of QSPI Mode.

7 6 5 4 3 2 1 0
MOD1 MODO RWB BSB4 BSB3 BSB2 BSB1 BSBO
Bit | Symbol Description
QSPI Mode Bits
Set the QSPI (Quad/Dual/Single) Mode.
MODI[1:0] Mode
76 | MOD[LO] 11 Reserved
10 Quad SPI Mode
01 Dual SPI Mode
00 Single SPI Mode
Read/Write Access Bits
c RWE Sets the QSPI Read/Write Access Mode.
0 : Read
1: Write
Block Selection Bits
W6300has 1 common register, 8 SOCKET register and TX/RX buffer
block for each SOCKET
The block is selected by BSB[4:0] as shown in the table below.
The most significant three bits indicate SOCKETwhich is from 0 to 7.
The least significant two bits indicate what kind of subblocks are in the
SOCKE™ Dlock.
4~0 | BSB
BSB4:2] BSH1:0] Block
00 Common Register
01 SOCKED Register
000 10 SOCKED TX Buffer
11 SOCKED RX Buffer
00 Reserved
001
01 SOCKETL Register
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10 SOCKETL TX Buffer
11 SOCKETL RX Buffer
00 Reserved
01 SOCKE® Register
010
10 SOCKE®™ TX Buffer
11 SOCKET RX Buffer
00 Reserved
01 SOCKET Register
111
10 SOCKET TX Buffer
11 SOCKET RX Buffer
For example, if SOCKET register block is indicated, it is BSB[4:2] =
601006 and BSB[1:0] = 6016
5.1.1.2 Address Phase

Address phase indicates 16bits offset address of W6300common register, SOCKETegisters
and SOCKEN TX/RX buffer block.

The 16bits offset address is transferred from MSB to LSB sequentially.

W6300 SPBUSinterface supports sequential data read/ write which offset s the address

automatically and increases by 1 after every 1lbyte read or write.

5.1.1.3 Dummy
The Dummy Phase is used to provide additional latency between the Address Phase and the
Data Phase, allowing internal access time for read operations.
Regardless of the SPI mode selectedd Single, Dual, or Quad & the Dummy Phase is fixed to
8 bits .
In all modes, these 8 dummy bits are transmitted after the Address Phase and before the Data
Phase, as illustrated in the timing diagrams above.
1 In Single SPI mode, the 8 dummy bits are transferred over the QDO line.
1 In Dual SPI mode, they are transferred simultaneously over QDO and QD1 (4 bits per
line).
1 In Quad SPI mode, the 8 bits are transferred in parallel over QDO to QD3 (2 bits per
line).

This consistent dummy length ensures uniform timing behavior across SPI modes.
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5114 Data Phase

QSPI supports Variable Length Data Mode (VDM), which allows the HOST to transmit data of
arbitrary length. In Single SPI Mode, it is transmitted over the QDO or QD1 signal sequentially
from MSB to LSB. Dual SPI Mode uses QDO and QD1 as bidirectional data lines for both
Read/Write Access operations. Quad SPI Mode uses QDO0, QD1, QD2, and QD3 for bidirectional

data communication in MSB-First mode.

Example) 1 byte of data transfer in Dual SPIMode

Clock 1:
Clock 2 :
Clock 3:
Clock 4 :

b7, b6 -> QD1, QDO
b5, b4 -> QD1, QDO
b3, b2 -> QD1, QDO
b1, b0 -> QD1, QDO

Example) 1 byte of data transfer by HOST in QuadSPIMode
Clock 1 : b7, b6, b5, b4 ->QD3, QD2, QD1, QD0
Clock 2 : b3, b2, b1, b0 ->QD3, QD2, QD1, QD0

5.2 Parallel BUSMode

If the Pin MOD[3:0] is s et t &V6IDWopebatédas parallel BUSmode. HOSTand W6300

are connected as shown Figure 12 below.

MCU W6300
(External Host)

/ICS CSn
/WR WRn
/RD RDn
/INT INTN

ADDR([1:0] N ADDRI[L0]

DATA[7:0] DATA[7:0]

Figure 12 HOSTInterface in Parallel BUSMode

In Parallel BUSmode, HOST canaccessthe below registers through BUScontrol signals such as
ADDRJ[1:0] ,DAT[7:0], CSn, RDn, and WRn.
HOST can indirectly read/write a register of W6300though these registers, like SPI format.
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Table 3 Parallel Mode Address Value

ADDR[1:0] Symbol Description
Indirect Mode High Address Register
00 IDM_ARH ] o ]
It is most significant byte of the 16bit offset address
Indirect Mode Low Address Register
01 IDM_ARL . S _
Itis the least significant byte of the 16bit offset address
Indirect Mode Block Select Register
It can select to the block such as below.
[7:5] [4:3] [2:0] Description
00 Common Register
01 SOCKETD Register
000
10 SOCKETD TX Buffer
11 SOCKETD RX Buffer
00 Reserved
01 SOCKETL Register
001 Reserved
10 SOCKETL TX Buffer
10 IDM_B®& 11 SOCKET. RX Buffer
00 Reserved
01 SOCKE®™ Register
010
10 SOCKET TX Buffer
11 SOCKET RX Buffer
00 Reserved
01 SOCKET Register
111 Reserved
10 SOCKET TX Buffer
11 SOCKET RX Buffer
Indirect Mode Data Register
11 IDM_DR

Data
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5.2.1 Parallel BUSData Write

sn T\ ) /"
WRn _/ ./ S S ST/

RDn

g —_ 0 X1 X2z Xs X s (38—
[[;?oT] — ADDRH X ADDRL X  BS X 1"DATA X 2"DATA )--{ N"DATA }—

Figure 13 Parallel BUSN-Bytes Data Write Access

Figure 13 shows N-Byte data written through parallel BUS HOSTasserts CSn to LOW during\-

bytes data transmission and if it is done, HOSTde-asserts CSn to HIGH.

In writing access, HOST should toggle WRn every BUS transition.

HOST transmits6 008 on ADDR[ 1: 0] to i ndi c andtentdlDaltd AMDRH i s
ADDR[1:0]& ADDRLOoNnDAT[7:0) 61006 on &BIoDBRATIZ:0]®]1 186 on ADDR[ 1: 0]
DATAon DAT[7:0].

If there are more than one byte DATA 6118 on ADDARAokh DAT[7:0]aam e a

followed continuously.

5.2.2 Parallel BUSData Read

s\ . /"

7

7

WRn / /S S .
R \ /S \ / 7\ /
o — 0 X1 X2 XTs X s (s y—

Dy —<_ADDRH X ADDRL_ X Bs )X 1DATA ¥ 2 DATA ) - (_N" DATA )—

Figure 14 Parallel Mode Continuous Read Access

Figure 14 shows N-Byte data read through parallel BUS HOSTasserts CSn to LOW during\-

bytes data read and if it is done, HOSTde-asserts CSn to HIGH.

In read access, HOST should toggle WRn for controlling BUS and toggle RDn for reading DATA,

every BUStransition.

HOST transmits6 008 on ADDR[ 1: 0] to i ndi c andéhetnh at0 1D DRH i s
ADDR[1:0]& ADDRLoN DAT[7:0], 6108 o n & BSDMEAT[Z:0].0 ]
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After transmitt ing three bytes, HOST transmits 6116 on ADDR[1: 0] to r¢
If there are more than one byte DATA to read, HOST can transmit continuouslyd 1 1 8 o n
ADDR[1:0] and reads a DATA on DAT[7:0]

6. Version Description

6.1 Major and minor version structure

The W6300 providesthree read -only identification registers t hat represent the chipi
version and family classification:
1 CIDRO (0x0000) and CIDR1 (0x0001) form the Major Chip ID, which is fixed to 0x6100.
This value identifies the W6x00 chip family that supports IPv6 functionality.
1 CIDR2 (0x0004) provides the Minor Chip ID, which differentiates specific chips within the
W6x00 family.
For the W6300, CIDR2 is fixed to 0x11 , uniquely identifying this chip.

6.2 How to read the Full chip version in software

To determine the specific chip version (e.g., 0x6111 for W6300), the software combines CIDRO
and CIDR1 as the upper byte and CIDR2 as the lower byte.

getCIDR()
{
/* Major chip version */
CIDRO = 0x61
CIDR1 = 0x00
[* Minor chip version */
CIDR2= 0x11

/* get Full version using Major and Minor version */
uintl6_t Chip_version
Chip_version = (uint16_t) (((CIDR | ((CIDR2& Ox0F) << 1)) << 8) +CIDR)
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7.  Functional Description

W6300can process internet connectivity by simply manipulating some registers. This section
shows how to set relative registers for W6300initialization, using specific protocols like TCP,
UDP, IPRAW and MACRAW, and other functions

7.1 Initialization

This shows the initialization of network information and TX/RX buffer memory.

7.1.1 Network Information Setting

It sets the basic network information for 1Pv4or IPv6.

Network Configuration Unlock:

{
/* Network Unlock before setting Network Information */
NETLCKR = Ox3A;
}
Source Hardware Address:
{
/* Source Hardware Address, 11:22:33:AA:BB:CC */
SHAR[0:5] = { 0x11, 0x22, 0x33, OxAA, 0xBB, OxCC };
}
IPv4 Network Information:
{
[* Gateway IP Address, 192.168.0.1 */
GARJ0:3] = { 0xCO0, 0xA8, 0x00, 0x01 };
[* Subnet MASK Address, 255.255.255.0 */
SUBR[0:3] = { OxFF, OxFF,, OxFF, 0x00};
/* IP Address, 192.168.0.100 */
SIPR[0:3] = {0XCO, 0xA8,0x00, 0x64};
}

IPv6 Network Information:

{
/* Link Local Address, FE80::1322:33FF:FEAA:BBCC */
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LLAR[0:15] = { OxFE, 0x80, 0x00, 0x01, 0x00, 0x00, 0x00, 0x00,

0x13, 0x22, 0x33, OxFF, OXFE, OxAA, 0xBB, OxCC };

/* Global Unicast Address, 2001:0DB8:E001::1222:33FF:FEAA:BBCC */
GUARJ[0:15] = { 0x20, 0x01, 0x0D, 0xB8, OxEO, 0x01, 0x00, 0x00,

0x13, 0x22, 0x33, OxFF, OXFE, OxAA, 0xBB, OxCC };

/* IPv6 Subnet Mask Address, FFFF:FFFF:: */
SUBG6R[0:15] = { OXFF, 0xFF, OxFF, OxFF, OxFF, OxFF, OxFF, OXxFF

0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00 };

[* IPv6 Gateway Address, FE80::1322:33FF:FE44:5566 */
GA6R[0:15] = { OXFE, 0x80,0x00, 0x00, 0x00, 0x00, 0x00, 0x0Q

0x13, 0x22, 0x33, OXFF, OxFE, Ox44, 0x55, 0x66 };
}

Network Configuration Lock:
{
/* Network Lock before set Network Information */

NETLCKR = Any value except Ox3A,;

7.1.2 SOCKETTX/RX Buffer Size Setting
Users need to define SOCKETh TX/RX buffer size by setting Sn_TX_BSR/Sn_RX_BSiefore

SOCKETs opened.
SOCKET TX/RX buffer size can be setto 0, 1, 2, 4, 8, 16 or 32KB but the total size of TX or
RXbuffer should not exceed 32KB each.

In case of, assign 2Kbytes RX/TXbuffer per SOCKET

{
/I set Base Address of TX/RX buffer for SOCKET
TxTotalSize = 0; /I for check the total size of SOCKET TX Buffer
RxTotalSize = 0; /I for check the total size of SOCKETN RX Buffer

for (n=0; n<7; n++) {
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Sn_TX BSR #; // assign 4 Kbytes TXbuffer per SOCKET

Sn_RX BSR4 // assign 4 Kbytes RXbuffer per SOCKET

TxTotalSize = TxTotalSize + Sn_TX_ BSR;

RxTotalSize = RxTotalSize + Sn_RX_BSR;

If( TxTotalSize > 32 or RxTotalSize > 32 ) goto ERROR; // invalid Total Size
} // end for

7.2 TCP

TCP (Transmission Control Protocol) is a bidirectional data transmissionprotocol based ona 1:1
connection-oriented communication in the transport layer. TCP provides communication

between applications which are designated by port numbers.

TCP 1:1 communication needs the connection process such as transmitting connection request
to peer or receiving connection request from peers. In this connection process, the side
transmitting connectonre quest is called &6TCP CLI ENGnhdectiam d
request is called fTCP SERVERTCP provides reliable, ordered, and error -checked delivery of
stream data between peer systems. 'TCP SERVER' and 'TCP CLIENT' keep the connection and

send / receive data until the TCP connection is terminated.

@ @

SERVER CLIENT
OPEN

LISTEN

< Connect- Request Connect- Request >
| \

< Data Communications > < Data Communications >

< Disconnect- Request | < Disconnect- Request
Or Or
‘ Disconnect- Request > ‘ Disconnect- Request >
CLOSED CLOSED
“ TCP SERVER “ TCP CLIENT

Figure 15 TCP SERVER and TCP CLIENT
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7.2.1 TCP SERVER

o)
'

LISTEN
NO ESTABLISHED? yES
Receiving
Received DATA? =
Process
NO <
Send DATA? sending ||
Process
NO T,

Disconnecting

Process
A

Received FIN?
NO

Figure 16 TCP SERVER Operation Flow

- OPEN

Open the SOCKE™ as TCR or TCP6 mode

TCP Mode :TCP4, TCP6
{
START:

Sn_MRB:0] =6 0 0 ;0/*1sét TCP4 Mode */

[/ Sn_MRJ[ 3: O%et TEP6OMDAR0O/1 6 ;

Sn_PORTR:1] ={0x13,0x88}; /* set PORT Number, 5000(0x1388)*/
Sn_CROPEN= 41§ /* set OPEN Command */
while(Sn_CR= 0x00); /* wait untii OPEN @mmand is cleared*/

/* check SOCKETtatus */
if(Sn_SR E SOCK_INITyoto START

}
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- LISTEN
SOCKEh is |l istening as O6TCP SERVER® by Sn_CR [ LI STEN]
reading Sn_SR (SOCK_LISTEN).

{
Sn_CR = LISTEN* set LISTEN G@mmand */
while(Sn_CR= 0x00); /* wait until LISTEN 6mmand is cleared*/
if(Sn_SR != SOCK_LISTEN) go@PEN /* check SOCKE®Ratus */
}

- ESTABLISHED

OTCP SERVERemains LISTEN status(Sn_SR=SOCK_LIST)EMtil receiving SYN Pac k e t . I f O6TCP
SERVER® r e paecikveets fSrYoNm BENTCE, it trpawkemite BYRBPACKI ENT
andtheconnecti on between O6TCP SigdstdilidRed if & neckived AGKP CL I ENT G
packet.

When the connection is established, Sn_IR[CON] interrupt occurs, and Sn_SR value is changed

to SOCK_ESTABLISHEPRNd users can read the destination address from the Sn_DIPR or

Sn_DIP6R register

First method :
{
/* check SOCKETnterrupt */
i f(Sn_I| RICON] == 06106)
{
Sn ICLR CON] /Z clearlSOCKETnterrupt */
goto Received DATA?/* or goto Send DATA?; */
} /Il end if
elsei f (Sn_| R[ TI MEOUT] == 616) goto Ti meout
* check destination address */
if(Sn_MR3:0] == TCP6 Mode)
destination_addr [0:15] = Sn_DIP6R;
else if(Sn_MRB:0] == TCP4 Mode)
destination_addr [0:3] = Sn_DIPR;
}
Second method :
{
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/* checnk SOCKEBtatus */

if (Sn_SR = SOCK_ESTABLISHED

{
Sn_IELR CON] /= clearlSOCKETnterrupt */
goto Received DATA?* or goto Send DATA?; */

}
else if(Sn_IR[TIMEOUT] =l goto Timeout?;

/* check destination address */

if(Sn_MR3:0] == TCP6 Mode)
destination_addr [0:15] = Sn_DIP6R;

else if(Sn_MR3:0] == TCP4 Mode)
destination_addr [0:3] = Sn_DIPR;

- Receive DATA?

Users can know whether DATA on SOCKET is received by reading Sn_IR[RECV] or Sn_RX_RSR.

First method :
{
/* check SOCKERXbuffer Received Size */
if (Sn_RX_RSR 0) goto Receiving Process;
}
Second method :
{
[* check SOCKERECMUnterrupt bit */
if (Sn_I RIRECV] == 0616)
{
Sn_ICLR RE CV] /*=lead SGCKETnterrupt */
goto Receiving Process;
} /I end if
}

- Receiving Process

This is the reading process received data from SOCKETN RX buffer block.

After reading received data, u sers must increase Sn_RX_RD by dataead size and make W6300
update the RX buffer by issuing Sn_CR[RECV] command. Ifdata still remains in SOCKETh RX
buffer block after Sn_CR[RECV]command, then Sn_IR[RECVI]interrupts occur again to inform

user that data remains in the buffer.
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/ * get Received size */
get_size = Sn_RX_RSR;

/* calculate  SOCKET RX Buffer Size*/
gSn_RX_MAX Sn_RXBSR* 1024;

/* calculate Read Offset Address */

get_start address = Sn_RX_RD;

[* copy get_size of get_start address to destination_address */

memcpy(get_start_address, destination_address, get_size);

[* increase Sn_RX_RD as get_size */

Sn_RX_RD +get_size;

/* set RECV Command */
Sn_CHRRECV]= 1®;
while( Sn_CR= 0x00); /* wait untii RECV 6Gmmand is cleared */

- Send DATA? /Sending Process

This is sending the process of data.

After writing data to SOCKETD TX buffer, users should increase Sn_TX_WD by written data
size and make W6300transmit data by setting Sn_CR[SEND]Usersshould not make the next
data transmissionprocess until Sn_IR[SENDOK] interrupt occurs. Alsq Sn_IR[TIMEOUT]
interrupt can occur during data transmission. Refer to 7.7 Retransmission.

The occurrence of Sn_IR[SENDOHKhterrupt depends on SOCKETount, data size and network
traffic.

Transmission data size should not exceed SOCKETh TX buffer size. Data larger than MSSwill

split into multiple MSS units.

/* calculate  SOCKET TX Buffer Size */
gSn_TX_MAX Sn_TXBSR* 1024;

[* check the Max Sze of DATAsend_size) & Free Size of SOCKEh TX
Buffer(Sn_TX_FSR¥/
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if( send_size>gSn_TX_MAX send_size=gSn_TX_ MAX

while(send _size > Sn_TX_FSR); // wait untii  SOCKET TX Buffer is free */
[* If you don@& want to wait TX Buffer Free

send_size= Sn_TX_FSR; // write DATAas Sze of Free Buffer

*

[* calculate Write Offset Address */
get_start_address = Sn TX_WR

[* copy get_size of get_start address to destination_address */

memcpy(get_start _address, destination_address, send_size);

[* increase Sn_TX_ WR assend_size*/
Sn_TX_WR +send_size

/* set SENDand SEND8Command in each TCP and TCP6 Modé/
Sn_CR = SEND¥ set SEND commandn TCP Mode*/
while(Sn_CR= 0x00); /* wait until SEND or SEND6dtnmand is cleared */

[* wait until SENDor SEND68Command is completed or Timeout is occurred */
while(Sn_IR[SENDOK] =&86 and Sn_IR[TIMEOUT] £00);

[* clear SOCKETnterrupt */
if(Sn_IR[SENDOK] =418 Sn_IRCLRSENDOK] =416

else goto Timeout?;

- Received FIN (Passive Close)

This is the passive close process.
When W6300receives FIN packet from peers, Sn_IR[DISCON] interrupt occurs and Sn_SR value
will change to SOCK_CLOSE_WAIT.

First Method:
{
If(Sn_SR == SOCK_CLOSE_WAidto Disconnecting Process;
}
Second Method:
{
If(Sn_IHDISCON==816) got o Disconnecting Process;
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}

- Disconnected (Active Close)

This is the active close process.

It transmits the FIN packet to peer.

{
Sn_CR[DISCON] &6 ; /* sendFINPacket */
while(Sn_CR= 0x00); /* wait until DISCON @mmand is cleared */
goto Disconnecting Process;

}

- Disconnecting Process

In passiveclose, if SOCKET receives FIN packet from peersand it dodastanodt have
transmit anymore, it transmits FIN packet and closes.

In active close, SOCKETransmits FIN packet to peer and waits for FIN packet from peer. It
closeswhen it receives FIN packet from peers. If there is no response to FIN packet within the

whole retransmission time, Sn_IR[TIMEOUT]nterrupt occurs.

Passive Close:/* received FIN Packet from Destination */
{
Sn_CR = DISCON /* send FIN Packet */
while(Sn_CR= 0x00); /* wait until DISCON Commangk cleared */

/* w ait unit A CK Packetis received */
while(Sn_IR[DISCONg= 0@and Sn_IR[TIMEOUT] =406 )
if (Sn_IR[DISCON] =419
{
Sn_| RCLR[ DI S CQ*@INgr Interrug*l 6 ;
goto CLOSED;
}

else goto Timeout?;

}

Active Close : /* sent FIN Packet to Destination */

{

/* wait until FIN Packetis received */
while(Sn_IR[DISCON}= O@and Sn_IR[TIMEOUT] =400 ;)
if (Sn_IR[DISOCN] =410
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{
Sn_ ICLR DI SCON] /[*<lead Iat&rupt */
goto CLOSED;
}
else goto Timeout?;
}
- Timeout ?

If there is no response to SYN/DATA/FIN packet, retransmission process works. When

retransmission is failed, Sn_IR[TIMEOUT]interrupt occurs. Refer to 7.7 Retransmission.

{
[* check TIMEOUT Interrupt */
if(N_IRTIMEOUT =3 616
{
Sn_IRCR[IMEOUT = /[*&clead |; nterrupt */
goto CLOSE;
}
}
- CLOSE

SOCKET turns to CLOSE bydisconnecting process, Sn_IR[TIMEOUT] or Sn_CR[CLOSE].

/* Wait untii  SOCKET is closed */
while (Sn_SR= SOCK_CLOSED)
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7.2.2 TCP @IENT

ey
Received DATA? —
Process
No [
Send DATA? Sending ||
Process
NO [,

Disconnecting

Process
A

YES
YES

Received FIN?
NO

Figure 17 TCP CLIENT Operation Flow

- OPEN

Referto 7.2.1 TCP SERVERPEN

- CONNECT

SOCKEh operates as OTCP CLIENT® by Sn_CR[ CONNECT].
Ittransmits SYNpacket to 6 TCP SERVER® by Sn_CR[ CONNECT] or

_MR[3:0] = TCP4:
{
[* set destination IP a ddress, 192.168.0.11 */

Sn_DIP:3] ={ 0xCO0, 0xA8, 0x00, 0x0B};
/ * set destination PORT number, 5000(0x1388) ¥
Sn_DPORTR:1] ={0x13, 0x88};

Sn_CR = CONNECT; set CONNECT commandh TCP Mode*/
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while(Sn_CR= 0x00); /* wait untii CONNECT or CONNECT6mmand is cleared */
goto ESTABLISHED?;
}
S_MRJ[3:0] = TCP6:
{

/* set destination IP address, FE80::10D:FC:34A:EF90G/

Sn_DIP&R0:15] = {0xFE, 0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00
0x01, 0x0OD, 0x00, OxFC, 0x03, 0x4A, OXEF,0x90};

[* set destination PORT number, 5000(0x1388)*/

Sn_PORTR:1] ={0x13, 0x88};

Sn_CR =CONNECT®6; / * set CONNECT6 commanth TCP6 Mode*/
while(Sn_CR= 0x00); /* wait untii CONNECT or CONNECT6mmand is cleared */
goto ESTABLISHED?;

- ESTABLISHED?

After transmi tting SYNpacket, TCP CLI ENT®d maintains status SOCK_SY
SYN/ACKpa ¢ k e t TiICPP SERVERWhen receiving SYN/ACK packet which is transferred from

6 TCP SERYVBrMRéEton pribvec ecss bet SIERWERICPNnd 6 TCP CLIENTO® i s
If the connection is completed, Sn_IRCON interrupt occurs, and Sn_SR is changed to
SOCK_ESTABLISHBDsers can know the destination address through the Sn_DIPR or Sn_DIP6R

register.

Referto 7.2.1 TCP SERVERSTABLISHED?

- Others flow

Referto 7.2.1 TCP SERVERSTABLISHED?

7.2.3 TCP DJAL
SOCKEprovides TCP Dual(TCPD)mode based on IP version 4or 6.

Whenthe SOCKEThat is openedin TCPD Mode operates as 'TCP DUAL SERVER' by Sn_CR [LISTEN],
whether it works as TCP4 or TCP6 is determined according to the IP version of connected
destination.

When operating as 'TCP DUAL CLIENTWwhether it operates as TCP4 or TCP6is determined by
Sn_CRCONNECT] or Sn_CRONNECTS].

When the connection is established, the HOSTcan know whether the SOCKEDperates as TCP4
or TCP6 through checking Sn_ESR[TCPM].
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7.2.3.1 TCP DUAL SERVER
OTCP DUALS E RV &pRréation flow is same to Figure 16.

- OPEN

Open SOCKE™N as TCHD mode.

TCP Mode :TCP4, TCP6,TCPD
{
START:

Sn_MR[ 3: 0] /*set TERDMOdE ¥ ;

Sn_PORTR:1] ={0x13,0x88}; /* set PORT Number, 5000(0x1388)*/
Sn_CROPEN= &1g /* set OPEN Command */
while(Sn_CR= 0x00); /* wait untii OPEN ©@mmand is cleared */

/* check SOCKETStatus */
if(Sn_SR E SOCK_INITyoto START

- Others flow

Referto 7.2.1 TCP SERVER

7.2.3.2 TCP DUAL CLIENT
6 TCP DUAL op€rationEf IV i6 same to Figure 17.

- OPEN

Referto 7.2.3.1 TCP DUAL SERVERPEN

- CONNECT

By Sn_CR[CONNECT] or Sn_CR[CONNECH)DCKETN sends SYNpacket to destination.

TCP4 :
{
/* set destination IP a ddress, 192.168.0.11 */

Sn_DIPI0:3] ={ 0xCO0, 0xA8, 0x00, 0x0B};
/ * set destination PORT number, 5000(0x1388) ¥
Sn_DPORT[R:1] = {0x13, 0x88};
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}

Sn_CR = CONNECT; set CONNECT command/

while(Sn_CR= 0x00); /* wait untii CONNECT or CONNECT6mmand is cleared */
goto ESTABLISHED?;

{

TCP6 :

/* set destination IP address, FE80::10D:FC:34A:EF90G/

Sn_DIP&0:15] ={0xFE, 0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00
0x01, 0x0D, 0x00, OxFC, 0x03, 0x4A, OXEF, 0x90};

[* set destination PORT number, 5000(0x1388)*/

Sn_PORTR:1] ={0x13, 0x88};

Sn_CR =CONNECT®6/ * set CONNECT6 command/

while(Sn_CR= 0x00); /* wait untii CONNECT or CONNECT6mmand is cleared */
goto ESTABLISHED?;

- Others flow

Referto 7.2.1 TCP SERVER

7.2.4 Other Functions

7.24.1 TCPSOCKEDptions
Before SOCKET opens by Sn_CR[OPEN] command, usemeed to set SOCKEDption with Sn_MR
and Sn_MR2.

No Delayed ACK: Sn_MR[ND] = 616
No Delayed ACKoption is for sending ACK packet without any delay when it received DATA

from peer.

- Delayed ACK: Sn_MR[ND] = &8

If No Delayed ACK option is cleared, SOCKETesponses ACKpacket to data from peer when
time in RTR elapsed or when TCPwindow size becomes smaller than the configured MSS by

Sn_CR[RECV] command

- Force PSHFlag: Sh MRFPSH] = 616

If Force PSH optionis set, SOCKEputs PSH flag in every DATApacket to be transmitted.
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- Auto PSHFlag: Sh MRFPSH] = 606
If Force PSH option is cleared, SOCKEPlaces the PSH flag in the last DATApacket sent by
Sn_CR[SEND].

- Destination Hardware Address by Sn_DHAR : Sn_ MR[DHAM =6 1 &
If Sn_.MRZDHAM is set, ARPND-process is skipped and SnDHAR is used asdestination

hardware address.

- Destination Hardware Address by ARP: Sn_ MRR[DHAM =6 0 &
In6 TCP S E RV H&stinatmmohardware address is acquired from received SYN packet.
Iné TCP C Imbde N@sbtination hardware address is acquired from ARFND-process.

+Destination Hardware Address by Sn_DHAR : Sn_MR2]J[F
In 'TCP SERVERiode, ARP process is performed before responding to a SYN / ACK packet
to the SYN packet received from the "TCP client". And the address acquired from ARP/ND-
processis used asthe destination hardware address.
If Sn_MR2 [DHAME also set, ARFND-processis performed but the Sn_DHAR is used as the

destination hardware address.

+Destination Hardware Address Mode by ARP : Sn_MR2]
IN6 TCP S E RV HBstinatramhadrdware address is acquired from received SYN packet.
INé TCP C Imbde,N@stnation hardware address is acquired from ARP/NDprocess.

7.2.4.2 Keep Alive
Keep Alive (KA)is to retransmit the last 1 byte of the already transmitted DATA  packet to check

whether the connection is valid. Data size of 1 byte or more must be transmitted before using
Keep Alive function. If there is no response to KA packet within the whole retransmission time,

Sn_IR[TIMEOUTinterrupt occurs .

The period of KA packet transmission is set in Sn_KPALVTRIf Sn_KPALVTR is set to zero, KA
packet is able to be transmitted by Sn_CR[SEND_KEEP] command.
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7.3 UDP

UDP (User Datagram Protocol) is a datagram communication pr ot oc o | and doesndt gu.
stability in transport layer above the IP layer. It also uses port numbers to distinguish

applications to communicate . UDP can communicate with more than one peerand d oes ndt

require the connection process On the other hand, UDP may have data loss and receives data

from any peers because UDP has noguaranteed reliability. UDP Communication is divided to

Unicast, Broadcast, and Multicast by data transmission/reception coverage.

Figure 18 showsUDP (peration Fow.

o)

o
Received DATA:
Process
NO —|
Send DATA? Sending
Process

NO

(e )

Figure 18 UDP Operation Flow

7.3.1 UDP Unicast

UDPUnicast is a communication method where the sender is one and receiver is one. Before
data transmission, SOCKEPperforms the ARP/ND-process. In the ARRND-process,

Sn_IR[TIMEOUT] interruptcan occur. Refer to 7.7 Retransmission

If Sn_MRZDHAMN is set, ARPND-process is skipped and Sn DHARis used asdestination hardware
address

UDPUnicast operation flow is the samewith Figure 18.

- OPEN

Open SOCKET to UDP4or UDFS mode.
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{

/

START.
Sn_MR][ 3:104 ; /*set G0PA@ Mode */
61010; [ *

/

UDP4, UDP6 Mode :

Sn_MRJ[ 3:

0]

[* set Source PORT Nimber, 5000(0x1388)*/

Sn_PORTR:1] = {0x13, 0x88};

Sn_CROPEN

=; /"6sdt ®PEN Command */

set UDPG6

while(Sn_CR= 0x00); /* wait untii OPEN ©@mmand is cleared */

/* check SOCKETor UDP6Mode */
if(Sn_SR |= SOCK_UDP) goto START;

Mo d e

*

- Received DATA?

Referto 7.2.1 TCP SERVERReceived DATA?

- Receiving Process

UDPmode SOCKETcan receive DATApackets from more than one peer. The received DATA
packet is stored in SOCKETN RXbuffer block wi t h
HOSTmust read DATAfrom SOCKET RXbuffer in the format of Figure 19. If the received DATA

OPACKET

is fragmented or bigger than SOCKET RXbuffer free size, itis discarded.

«—8 or 20 Byte

specified DATA SIZE in PACKET INFO————

| N Fige 1% s

* DATA SIZE is only the size of UDP DATA

PACKET INFO *UDP DATA
Data . Destination
IPv6| ALL [MUL| O |LLA length Destination IP Address Port Number
< 5 bit »+—11 bit— 4 or 16 Byte > 2 Byte

Figure 19 Received DATA inUDPMode SOCKERX Buffer Block

Table 4 Parameter Description in PACKET INFO

PACKET INFO Description
0 : UDPIPv 4 Packet is received
Pve 1: UDP/IPW6 Packet is received
BRD/ALL 0 : Others
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1 : Broadcast/ All-node-Multicast Packet is received
0 : Others
MUL
1 : Multicast Packet is received
0 Always 6 0 6
0:GUA
LLA
1:LLA
DATA Length *UDP DATA.ength
If UDP4 packet is received, save Destination IPv4
Destination IP Address (4 Byte)
Address If UDP6 packet is received, save the Destination IPv6
Address (16 Byte)
Destination Port
Destination Port Number
Number

UDR Mode :
{
/* receive PACKINFO/
goto 7.2.1 TCP SERVERReceiving Processwith get_size = 8 bytes;

[* extract Destination IP, Port, Size in PACKET INFO */
data_Info =destination address[ 0] & 06111110006 ;
data_size = (destination_address[ 0] & 0 0 0 0 O Odéstinhtibn_addres8[]]; +
if( data_info & 8 1 0 0 0 0 0 O ¢* ds Destinatdn IPv4 Address?/
{
dest_ip[ 0:3] = destination _addresq2:5];
dest_port = (destination_address|[ 6] << 8) + destination_address|[ 7];
}
[* read UDP DATA */
goto 7.2.1 TCP SERVEHRReceiving Processwith get size = data_size;

}

UDP6 Mode :
{
/* receive PACKINFO/
goto 7.2.1 TCP SERVEHRReceiving Processwith get_size = 20 bytes;

[* extract Destination IP, Port, Size in PACKET INFO */

data_Info =destination_address[ 0] & 0111110006 ;

data_size = (destination_address[ 0] & 0 0 0 0 0 O dedtihafion address|1]; +
i f( data_info &/*adsDestinat@®IBvé Address?/ 0 )
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{
dest_ip[ 0:15] = destination _addresq2:17];
dest_port = (destination_address[ 18] << 8) + destination_address[ 19];

}
/* read UDP DATA */

goto 7.2.1 TCP SERVERReceiving Processwith get_size = data_size;

- Send DATA? / Sending Process
Referto 7.2.1 TCP SERVERend DATA? / Sending Process

UDR Mode

{
/* set destination IP address, 192.168.0.11 */
Sn_DIPO:3] ={0xC0, 0xA8, 0x00, 0x0B};
[* set destination PORT number, 5000(0x1388)*/
Sn_DPORTHO:1] = {0x13, 0x88};

goto 7.2.1 TCP SERVERSending Processwith Sn_CR[SEND]

}

UDP6 Mode

{
[* set destination IP address, FE80::10D:FC:34A:EF90/
Sn_DIBR0:15] ={0xFE, 0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00

0x01, 0x0D, 0x00, OXFC, 0x03, 0x4A, OxEF, 0x90};

[* set destination PORT number, 5000(0x1388)*/
Sn_DPORTHO:1] = {0x13, 0x88};
goto 7.2.1 TCP SERVERSending Processwith Sn_CR[SENDG]

}

- Complete Sending? / Timeout?

When HOSTsends data to a destination at the beginning or a different destination, the ARP
process is performed prior to transmitting DATA packet. In the ARP Process, if there is no
response to ARPrequest from peers within the whole retransmission time, Sn_IR[TIMEOUT]
interrupt occurs.

Unlike TCP, UDPSOCKETMoes not close by Sn_IRTIMEOUT because it supports 1:N
communication.

Refer to 7.7 Retransmission.
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/* check TIMEOUT Interrupt*/
if(S_IRTIMEOUT =3 6150
{
Sn_ 1| R[ TI ME OWIEgr TIMEOYTL I6terrupt */

goto Finished?;

- Finished? / CLOSE
Closed by Sn_CRELOSED

{
Sn_CR = CLOSE set CLOSE @mmand */
while(Sn_CR= 0x00); /* wait until CLOSE @mmand is cleared*/
/* wait until SOCKET is closed */
while (Sn_SR == SOCK_CLOSED)
}

7.3.2 UDP Broadcast

UDPBroadcast is a communication method where the sender transmits data to all on the same
network.
There are two types of broadcasting; all node broadcasting for all nodes in the network and

subnet broadcasting for the nodes having the same subnet in the network.

In UDP6 mode, using FF02::01 address, which isan all-node multicast address, makes the same

action as all-node broadcasting of UDP4.

- OPEN

Refer to 7.3.1 UDP Unicast: OPEN

- Received DATA?

Referto 7.2.1 TCP SERVERReceived DATA?

- Receiving Process

Refer to 7.3.1 UDP Unicast: Receiving Process
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- Send DATA? / Sending Process

Set destination address for UDP4broadcasting and UDP6all -node multicasting

UDP4AIl Node Broadcasting :

{

/* set broadcast address, 255.255.255.255 */

Sn_DIPRO:3] = {0xFF, OxFF, OxFF, OxFF}

[* set Destination PORT Number, 5000(0x1388) */

Sn DPORTR[0:1] = {Ox13,x88};

goto 7.2.1 TCP SERVERSending Processwith Sn_CR[SEND]
}

UDP4Subnet Broadcasting : Assume SIPR ©192.168.0.106 & SUBR =0255.255.255.00

{
/* set Broadcast Address, 192.168.0.255 */

Sn_DIPI0:3] ={0xCO0, 0xA8, 0x00, OxFF;
[* set Destination PORT Number, 5000(0x1388) */
Sn DPORTR[0:1] = {Ox13,x88};

goto 7.2.1 TCP SERVERSending Processwith Sn_CR[SEND]

}

UDPG6AII-Node Multicasting :

{
/* set destination IP address, FFO2: 01 */
Sn_DIBR0:15] = {0xFF, 0x02, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00

0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x01};

[* set Destination PORT Number, 5000(0x1388) */
Sn_DPORTR][0:1] = {0x13,(x88};
goto 7.2.1 TCP SERVERSending Processwith Sn_CR[SEND]

}

- Complete sending? / Timeout?

Refer to 7.3.1 UDP Unicast: Complete Sending? / Timeout?

- Finished? / CLOSE
Referto 7.3.1 UDP Unicast: Finished? / CLOSE
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7.3.3 UDP Multicast

UDPmulticast is a communication method where the sender is one and receiver is a group.

In IPv4 mode, the multicast-group address range is 224.0.0.0 ~ 239.255.255.255 (Ref
IANA_Multicast Address) and the corresponding hardware address address is 01:00:5E:00:00:00
~ 01:00:5E:FF:FF:FF When setting the multicast hardware address, its least significant 23 bits

should be same as the multicast -group address. (Ref rfc1112)

In IPv6 mode, set the multicast -group address like Figure 20.

The UDP multicast operation flow is the same to Figure 18.

«—8 bits—>}«4 bits»{«4 bits» 112 bits

F Y

Y

11111111 | Flags | Scope Group ID

O|RIP|T

Figure 20 IPv6 Multicast-Group Address Format

Table 5 Parameters of Flags in IPv6 Multicast Address

Flags Description

0 Always 6 0 &
1 : Embedded RP
R 0 : No embedded RP

*IfR=6106, P must be 061¢

1 : Based on Unicast Network Prefix
P 0 : Not based on Unicast Network Prefix

* | f P = 6106, T must

1 : Temporary address(Local assigned)

0 : Permanent address(IANA assigned)

Table 6 Definition of Scope in IPv6 Multicast Address

Scope Description

1 Node
Link

Subnet
Admin

Site

Organization

Global

mjo| o || W|[N
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- OPEN

Before Sn_CR [OPEN§ommand, multicast -group informatio n and Sn_MR[MULTI] must be set.
In UDP4multicast mode, IGMP (Internet Group ManagementProtocol) JOIN messageis
transmitted by Sn_CR[OPEN]command. IGMP version is set asversion 1 or version 2 by
Sn_MRMS].

In UDP6multicast mode, join a multicast -group using MLDv1.

UDR! Multicast Mode :

{

START :
[* set Multicast -Group hardware address, 01:00:5E:00:00:64 */
Sn_DHAR[0:5] = {Ox01, 0x00, 0x5E, 0x00, 0x00, 0x64};
[* set Multicast -Group IP Address, 224.0.0.100 */
Sn_DIPR[0:3] = {OXEO, 0x00, 0x00, 0x64}
/* set Multicast -Group PORT Number,3000(0x0BB8) */
Sn_DPORTRJ[0:1] = {0x0B, 0xB8};

Sn_MR[ MUL T*sét UBP Maltdcast */

I* set IGMPVersion
Sn_MR[MC] #16: IGMPv1,
Sn_MR[MC] #06: IGMPv2 */
Sn_MR[ MC] = 0616;

goto 7.3.1 UDP Unicast: OPENUDP Mode)
}

UDP6Multicast Mode :
{
START :
[* set Multicast -Group hardware Address, 33:33:00: AB.34:56 */
Sn_DHARD:5] ={0x33, 0x33, 0x00, OxAB, 0xCD OxER;
[* set Multicast-Group IP Address FF02: 100:00AB CDEF/
Sn_DIBR0:15] = {0xFF, 0x02, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00
0x00, 0x00, 0x00, 0x01, 0x00, OxAB, OXCD, OXEF};
[* set Multicast -Group PORT Number, 3000(0x0BB8) */
Sn_DPORTR][0:1] = {0x0B, 0xB8};

Sn_MR[ MUL T*sét UBP Maltdcast */
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goto 7.3.1 UDP Unicast OPENUDP6 Mode)

- Received DATA?

Referto 7.2.1 TCP SERVERReceived DATA?

- Receiving Process

Refer to 7.3.1 UDP Unicast: Receiving Process

- Send DATA? / Sending Process
Referto 7.3.1 UDP Unicast: Sending Process

- Complete sending? / Timeout?

Refer to 7.3.1 UDP Unicast: Complete Sending? / Timeout?

- Finished? / CLOSE
Refer to 7.3.1 UDP Unicast: Finished? / CLOSE

7.3.4 UDP JAL
SOCKETprovides UDP dual (UDPD)mode based on W6300 Dual Stack (IPv4 / IPv6). SOCKETs

opened in UDPDmode can transmit/receive all UDP4 / UDP6 packets.

UDP4data and UDP6data can be transmitted by Sn_CR[SEND] and Sn_CR[SEND&spectively
and received UDP4data and UDP6data can be distinguished by 6 P A C K E T of th&rEc@ided
packet.

The UDMD operation flow is same as Figure 18.

- OPEN

Open the SOCKE™ to UDP Dualmode.

UDP6 Mode
{
START:

Sn_MR3:0] =6 1 1 ;1/'0sét UDPDMode */

[* set Source PORT Nimber, 5000(0x1388)*/
Sn_PORTR:1] ={0x13, 0x88};

Sn_CROPEN= 6 1 & set OPEN Command */
while(Sn_CR= 0x00); /* wait untii OPEN @mmand is cleared */
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/* check SOCKETor UDPDMode */
if(Sn_SR != SOCK_UDP) goto START;

- Received DATA?

Referto 7.2.1 TCP SERVERReceived DATA?

- Receiving Process

UDPdual mode SOCKETan receive UDP4 / UDP6 packets from one or more destinations, and
the received data packets are stored in SOCKET RXbuffer with'PACK ET |. NGSJIdan know
the IP version, transmission method, and destination infor mation of received data packet from
the' PACKET | NFOBG

HOSTmust read data from SOCKET RXbuffer in the format of Figure 19. If the received data
is fragmented or bigger than SOCKET RXbuffer free size, itis discarded.

Refer to Figure 19 and Table 4

{
[* extract upper 2 bytes in  PACKINFO/
goto 7.2.1 TCP SERVERReceiving Processwith get_size = 2 bytes;
data size=(destination_address[0] & 000000111
[ *
check UDR} or UDP6DATAPacket, extract Destination IP, Port, Size in PACKEINFO
*/
if(destination_address[0 ] & 0 1 0-8=-M)0*QJDPADATA Packet */
{
goto 7.2.1 TCP SERVERReceiving Processwith get_size = 6 bytes;
dest_ip[ 0:3] = destination _addresq0: 3];
dest_port = (destination_address[ 4] << 8) + destination_address|[ 5];
}
else /* UDP6 DATA Packet */
{
goto 7.2.1 TCP SERVEHRReceiving Processwith get_size = 18 bytes;
dest_ip[ 0:15] = destination _addresq0:15];
dest_port = (destination_address[ 16] << 8) + destination_address[ 17];
}
[* read UDP DATA */
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goto 7.2.1 TCP SERVERReceiving Processwith get_size = data_size;

- Send DATA? / Sending Process

Refer to 7.3.1 UDP Unicast : Send Data? / Sending Process

- Complete sending? / Timeout?

Refer to 7.3.1 UDP Unicast: Complete Sending? / Timeout?

- Finished? / CLOSE
Refer to 7.3.1 UDP Unicast: Finished? / CLOSE

7.3.5 Other Functions
7.35.1 UDPMode SOCKEOptions
Before Sn_CR[OPEN§ommand, SOCKEDption can be set by Sn_MR and Sn_MR2.

- Destination Hardware Address by Sn_DHAR : Sh MR[DHAM] = 6156
ARPFND-process is skipped and Sn DHAR is usedas the destination hardware address

- Destination Hardware Address by ARP : Sn MR[DHAM] = 60568

The destination hardware address of UDP data to be transmitted is used as the acquired

address from ARP/NDprocess.

- Force ARP: Sn_ MR[FARP] = 061898

ARFND-process is performed whenever UDPDATApacket is transmitted by Sn_CR[SEND]
or Sn_CR[SEND4]

If Sn_MR2 [DHAMik also set, ARRND-processis performed but the Sn_DHAR is used as
the destination hardware address .

- Auto ARP: Sn_MR[FARP] = 06060
ARP/NDprocess is performed when the first UDP data packet is transmitted or  when the

destination is changed.

7.3.5.2 UDPBIlock
In UDP Mode Unicast and Broadcast packets can be received. But Broadcast packets are
blocked if Sn_MR[BRDB] is set to 061898

In UDP Multicast mode, Unicast, Broadcast and Multicast packets can be received. But if

Sn_MRUN | B] or Sn_ MR[ BRDBUnicastroe Broadrast packets &ré dlpcked
respectively.
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These block bits must be set before Sn_CR[OPEN]Jcommand.

Sn_MR[MULTI] | Sn_MR[BRDB Sn_MR[UNIB] | Unicast | Multicast Broadcast
0 0 Dondt C O X @]
0 1 Dondt C O X X
1 0 0 O o O
1 0 1 X o O
1 1 0 O o X
1 1 1 X o X

In UDP6or UDPDmode, Solicited Multicast pac ket i s bl ocked when Sn_MR[ SMB’

7.3.5.3 Port Unreachable Block

W6300automatically transmits destination port unreachable packet to the sender when a

sender transmits a UDP packettoapor t t hat di Wes@tButad gudbe atarget

for port scan attack.

In UDP4 or UDP6port unreachablepac ket i s bl ocked by setting NET4MR]
NET6 MR[ UNRB] = 616.

7.4 IPRAW

IPRAWsupports protocol communication shown in Table 7 among various upper protocols (Refer
to IANA Protocol Numbers ) defined in the internet protocol layer.
When SOCKET is opened as IPRAW4 or IPRAWG6, Sn_PNR configures the value of field or IPv6

extension header. SOCKETNn cannot communicate by using a protocol different from the
protocol set in Sn_PNR
Table 7 Internet Protocol supported in IPRAW Mode

Protocol Number Semantic Support
HOPOPT 0 IPv6 Hop-by-Hop Option (0]
ICMP 1 Internet Control Message Protocol
IGMP 2 Internet Group Management 0]
IPv4 4 IPv4 encapsulation 0]
TCP 6 Transmission Control X
UDP 17 User Datagram X
IPv6 41 IPv6 encapsulation 0]
ICMP6 58 ICMP for IPv6 O
others - Other Protocols o
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In the case of Sn_PNR = ICMP in IPRAW4 mode, Auto PIN€ply to PINGrequest from a sender
is not supported. PINGrequest packetis stored in SOCKET RXbuffer block for IPRAW It should
be processed by users.

Inthe case of Sn_PNR =ICMP6 in IPRAW6 mod&uto reply packet transmission to echo Request,
NA (Neighbor Advertisement), NS (Router Advertisement) and RA (Router Advertisement) can
be blocked via ICMP6BLKR settingBlocked packets are not stored in SOCKET RX Buffer.

Figure 21 shows the SOCKE operation flow in IPRAW4/IPRAW6 mode.

Receiving
Received DATA!
Process
NO -|
Send DATA? Sending
NO

CLOSE Send DATA?

Figure 21 IPRAW Operation Flow

- OPEN
Open SOCKEN as IPRAW4 or IPRAW6 mode.

IPRAWM Mode :

{
START:

Sn_PNR= protocol_num; /* set Protocol Number */

Sn_MIE3:0] =6 0 0;1 1/8 set IPRAW Mode */

Sn_CROPEN = 41§ [* set OPEN Command */
while(Sn_CR= 0x00); /* wait untii OPEN @mmand is cleared */

/* check SOCKETor IPRAV®% Mode */
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if(Sn_SR != SOCK_IPRAS\goto START
}
IPRAV® Mode :

{
START:

Sn_PNR= protocol_num;  /* set Protocol Number(Next Header) */

Sn_MR3:0] =6 1 00 1/8 set IPRAW Mode */

Sn_CROPEN = 61§ [* set OPEN Command */
while(Sn_CR= 0x00); /* wait untii OPEN @mmand is cleared */

/* check SOCKETor IPRAWMode */
if(Sn_SR != SOCK_IPRAWpto START

- Received DATA?
Referto 7.2.1 TCP SERVERReceived DATA?

- Receiving Process

IPRAWY/ IPRAW6 modereceives IP DATA packets from one or more senders To distinguish each

sender, DATApacket is stored in the SOCKET RXbuffer bl ock wi th preceding O0PACH
as shown in Figure 22 or Figure 23. OPACKET | NFO®G has di fferent f o
IPRAW4/IPRAWEGnode as shown in Table 8 and Table 9.

If the received DATA is larger than SOCKET RXbuffer free size, itis discarded. Thus , the HOST

must be read in unit of Figure 22 or Figure 23.

6 Byte specified DATA SIZE in PACKET INFO——
PACKET INFO *IPRAW DATA
DATA Length Destination IPv4 Address
“ 2 Byte > 4 Byte———

* IPRAW DATA is only the size of DATA in Recevied Packet

Figure 22 Received DATA in IPRAW Mode SOCKERX Buffer Block

Table8par ameters of OPACKET I NFO6 in | PRAW4 Mode
PACKET INFO Description

DATA Length The length of *IPRAW DATA
Destination IPv4 Address | Destination 1Pv4 Address @ Byte)
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l«——18 Byte «——specified DATA SIZE in PACKET INFO—»|
PACKET INFO *IPRAW DATA
Data L
IPv6 | ALL | MUL|GUA| LLA Destination IPv6 Address
length
5 bit 11 bit—»« 16 Byte

* IPRAW DATA is only the size of DATA in Recevied Packet

Figure 23 Received DATA in IPRAW6 Mod8OCKERX Buffer Block

Table9par ameters of OPACKET I NFO6 in | PRAW6 Mode

PACKET INFO Description
IPv6 IfanlPv6Packet i s received,
ALL If All Node Packetis received, setto 6 1 0
MUL If Multicast Packeti s r ecei ved, s¢
GUA If Destination AddressisGUA s et t o 01¢
LLA If the Destination AddressisLLA set t o 6

DATA Length The length of *IPRAW DATA

Destination IPv6 Address | Destination IPv6 Address (16 Byte)

IPRAWM Mode :

{
/* receive PACKINFG/

goto 7.2.1 TCP S Receiving Processwith get_size = 6;

[* extract Destination DATASIze, IP Addressin PACKET INFO*/
data_size = (destination_address[ 0] << 8) + destination_address[ 1];
dest_ip[0:3] = destination _addresq2:5];

[* read UDP DATA */
goto 7.2.1 TCP SERVERReceiving Processwith get size = data_size;

}
IPRAW6 Mode :

{

[* receive PACKINFG/
goto 7.2.1 TCP SERVERReceiving Processwith get _size = 18;

[* extract Destination Information , DATASIze, IP Addressin PACKET INFO */

data_|Info destination_address[0] & 011

data_size = (destination_address[0] & 00
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dest_ip[0:15] = destination _addresq2:17];

/* read UDP DATA */
goto 7.2.1 TCP SERVERReceiving Processwith get_size = data_size;

- Sending DATA? / Sending Process
Data to send must not exceed SOCKET TX buffer free size. If data size is larger than MSS,
HOSTmust split the lager data into multiple MSS units.

MSS of IPRAW6 modeannot be larger than 1460, MSS of IPRAWmMode cannot be larger than
1480.

IPRAWM Mode :

{
/* set Destination IP Address, 192.168.0.11 */
Sn_DIPR0:3] ={0xCO0, 0xA8, 0x00, 0x0B};
goto 7.2.1 TCP SERVERSending Process

}

IPRAW6 Mode :

{
/* set destination IP address, FE80::10D:FC:34A:EF90G/
Sn_DIBR0:15] ={0xFE, 0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00

0x01, 0x0D, 0x00, OXFC, 0x03, 0x4A, OxEF, 0x90};

goto 7.2.1 TCP SERVERSending Process

}

- Complete sending? / Timeout?

ARPND-process is performed before first DATA packet is sent to by Sn_CR[SEND] or
Sn_CR[SENDG6] or before DATA packet is sent to different destination from the previous
destination .

In AREND-process, Sn_IR[TIMEOUT] may occur and the corresponding DATA packet is discarded.
Since IPRAWA4 or IPRAWSupports 1:N communication like as UDR SOCKETh d o eckbse éven
if Sn_IR[TIMEOUT] occus (Refer to 7.7 Retransmission ).

[* check TIMEOUT Interrupt*/
if(S_IRTIMEOUT =3 6150
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{
Sn_1 R[ TI ME OU*Tdear FIMBQUD Interrupt */

goto Finished?;

- Finished? / CLOSE
In case that there is no more data to send, close  SOCKET by Sn_CR[CLOSE].

{
Sn_CR = CLOSE; /* set CLOSE @mmand */
while(Sn_CR= 0x00); /* wait untii CLOSE @mmand is cleared*/
/* wait until SOCKET is closed */
while (Sn_SR ==SOCK_CLOSED)
}

7.4.1 Other Functions

7.4.1.1 IPRAWMode SOCKEptions
In the process of opening SOCKER n as IPRAW4/IPRAWtbde, SOCKEDption is set via Sn_MR
and Sn_MR2

- Destination Hardware Address by Sn_DHAR : Sh MR[DHAM] = 6158
ARPFND-process is skipped and Sn DHAR is usedas the destination hardware address.

- Destination Hardware Address by ARP: Sn MR[DHAM] = 6058
The destination hardware address of IPRAW data to be transmitted is used as the acquired

address from ARP/NDprocess.

- Force ARP: Sn_ MR[FARP] = 061898
ARPND-process is performed whenever IPRAW4 or IPRAW6 DATA is transmitted by
Sn_CR[SEND] or Sn_CR[SEND®]

- Auto ARP: Sn_MR[FARP] = 6080
ARP/NDprocess is performed when the first IPRAWdata packet is transmitted or when

the destination is changed.
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7.5 MACRAW

MACRAWMode supports data communication using Ethernet MAC protocol itself and it is only

available with  SOCKETD.
In case of Sn_ MR[MFE § NACRAWSOCKETD receives all Ethernet packets.
In case of S n _MAGRAW FSPCKET 006carbreceive only a packet thahas the

destination hardware address isBroadcast, Multicast or Source Hardware Address (SHAR).

Figure 24 shows MACRAW Mod8OCKE® Operation Flow.

(oo )

Receiving
Received DATA? —
Process
NO
Send DATA? Sending ||
Process
NO
0 Finihed? >
YES

(Cao )

Figure 24 MACRAW Operation Flow

- OPEN
Open SOCKED as MACRAW Maode.

{
START :
S0_MRB:0] = 601115 /* set MACRAWMode */

/* MACRAWSOCKEOptions */

/* SO MRMH=6 16 ; /'l enabl e MAC Filter
SO MRUNIH £6 6 /I Broadcast Packet Block
S0 _MR[ MMB]l = //&ulticast Packet Block
SO MR MMB6] = 0&/1IRv6 Packet Block */

SO0 _CR = OPEN?* set OPEN @mmand */
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while(Sn_CR= 0x00); /* wait untii OPEN @mmand is cleared*/

/* check SOCKED is MACRAWVode */
if(SO_SR |I= SOCK_MACRAW) SO_CR = CLOSE; goto START;

- Received DATA?
Referto 7.2.1 TCP SERVERReceived DATA?

- Receiving Process

MACRAWNode SOCKED receives data packets from more than one destination. MACRAW

ModeSOCKED sstoresdat a with precedi ng SORKEDREbUffel NoEK@E i n t he

shown in Figure 25.

PACKET INFO MACRAW DATA
Real Data
Data Length
Destination MAC Source MAC ETHType Payload
«——2 Byte——>l«————6 Byte >« 6 Byte————>|«—2 Byte—>«—46 to 1500 Byte—»

Figure 25 Received DATA Format in MACRAW

I* receive PACKINFG/
goto 7.2.1 TCP SERVERReceiving Processwith get_size = 2;

/* extract Size in PACKET INFO?*/

data_size = (destination_address[0] << 8) + destination_address[1];

[* read MACRAWDATA*/
goto 7.2.1 TCP SERVERReceiving Processwith get_size = data_size;

- Sending DATA? / Sending Process
Data to send must not exceed SOCKED TX buffer size. If data is larger than
MSS, it must be divided by MSS(1512).

Data smaller than 60 bytes becomes 60 bytes with zero padding.

Referto 7.2.1 TCP SERVERSend DATA? / Sending Process
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- Finished? / CLOSE
Referto 7.3.1 UDP Unicast: Finished? / CLOSE

7.6 SOCKETless Command(SLCR)

SOCKETess command (SLCR) transmits specific packets such as ARPequest, PINGrequest, NS,
and RS without using the SOCKETesource. The response to the request packet can be checked
through SLIR SLIR[TOUT is set when there is no response until retransmission time expires.

Refer to 7.7 Retransmission .

Multiple SLCR commands cannobe executed at the same time.

After a bit of SLIRis set, the next command can be performed.

Figure 26 shows the flow of SOCKETess commands.

Configuration

p A

A 4
SOCKET-less
Command

NO

SUCCESS I

<

NO

Figure 26 SOCKETess Command Operation Flow

7.6.1 ARP

SLCR[ARPtransmits ARP request packet to the destination specified by SLDIPR. Ifan ARP
reply is received from a device, SLIR[ARP] is set and destination hardware address is saved in
SLDHAR. If there is no response until the retransmission time expires, SLIR[TOUT]is set.

Refer to 7.7 Retransmission .
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. Configuration

Configure retransmission time , ARP&TOUT interrupt mask , and destination IP address,

{
START :
[* set SOCKEATless Retransmission Time, 100ms(0x03E8) (Unit 100us) */
/I SLRTR[0:1] = {Ox@, OXES8};
/* set SOCKETless Retransmission Counter, 5 */
/I SLRCR = 0x05;
[* set Interrupt Mask Bt */
/1 SLI MR[ ARP] = 0616; /* ARP Interrupt Mas
/1 SLI MR[ TOUT] = 616; [/ * TIMEOUT I nterrup
/ * set Destination IP Address, 192.168.0.100 *
SLDIP6R[12:15] = {OxCO, 0xA8, 0x00, 0x64};
}

- SOCKE¥less Command
SLCR[ARPtommand transmits the ARP request.

{
SICHARR = 81§ /* set ARP Command */
while(SLCR != 0x00) ;/* Wait until ARPCommand is completed */
}
- Response?

If there is an ARPresponse from the destination, SLIR[ARP]is set.

/* check ARPInterrupt */
if(SLIR[ARP]== 6 /1récgpived ARP Reply Packet */
{
91 RCL R[ AR F]clear Intérrupd ;*/
goto SUCCESS;
}

else goto Timeout?;
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}

- Timeout?

If there is no response until retransmission time expires , SLIR[TOUT]is set.

{
/* check TIMEOUT Interrupt*/

if(SLIR[TOUT]== 1)

{
SLIRCLR[TOUT} 81§ /* clear Interrupt */
goto END;
}
else goto Response?;
}
+ SUCCESS

The destination hardware address is saved in SLDHAR.

{
dst_haddr [0:5] = SLDHAR]O0:5]; /* get Destination hardware Address */
goto END;
}
7.6.2 PING

SLCRPING] transmits both ARP and PINGequest packets to destination IP address specified
by SLDIPR. If ARReply and PINGreply are received from a destination, SLIR[PING] is set, and
the destination hardware address is saved in SLDHAR. If there is no response until

retransmission time expires, SLIR[TOUT] is set. Refer to 7.7 Retransmission .

- Configuration
Configure retransmission time, PING & TOUT interrupt mask, destination IP address and

sequence number & ID of PINGrequest packet.

{
START :

[* set SOCKEAless Retransmission Time, 100ms(0x03E8(Unit 100us) */
/I SLRTR[0:1] ={ Ox@, OXES8};
[* set SOCKEAless Retransmission counter, 5 */

/I SLRCR = 0x05;
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/* set | nterrupt Mask Bit */
/[SLIMRIPING = 616; [/ * PING Interrupt Mask Bi
[/ SLI MR[ TOUT] = 616; [/ * TIMEOUT I nterrup

| * set Destination IP Address, 192.168.0.100 *
SLDIPR[12:15] = {OxCO0, 0xA8, 0x00, 0x64};

[* set PINGSequence Number, 1000(0x03E8)*/
PINGSEQR[0:1] = {0x03, OxES8};

I* set PING D, 256(0x0100) */
PINGIDRJ[0:1] = {0x01,0x00};

- SOCKE¥less Command
SLCR[PING] commandransmits PINGrequest packet.

{
SICRPING = 41§ /* set PINGCommand */
while(SLCR != 0x00) ;/* Wait until PINGCommand is completed */
}
- Response?

If there is PING reply packet from the destination, SLIRPING is set.

{
[* check PING Interrupt */
if(SLIR[PING]== 6 /1 réckived PING Reply Packet */
{
91 RCL R[ P I N'Gdlearinteduptd*/
goto SUCCESS;
}
else goto Timeout?;
}
- Timeout? / SUCCESS

Referto 7.6.1 ARPtimeout ?/ SUCCCESS
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7.6.3 ARP6(ND, Neighbor Discovery)

SLCR[AR#] transmits ICMPv6 N§Neighbor Solicitation) packet to destination IP address
specified by SLDIP6R and it is similar to ARPprocess If NA (Neighbor Advertisement) is
received from destination, SLIR[ARP6] is set and destination hardware address is saved in
SLDHAR. If there is no response until the retransmission time, SLIR[TOUT]is set.

Refer to 7.7 Retransmission .

. Configuration

Configure retransmission time, ARP6& TOUT interrupt mask and destination IP address.

{
START :

[* set SOCKEATless Retransmission Timer, 100ms(0x03E8) (Unit 100us) */
/I SLRTR[0:1] = {Ox@, OXE8};

/* set SOCKEAless Retransmission Counter, 5 */

/I SLRCR = 0x05;

[* set Interrupt Mask Bt */
/' SLI1 MR[ ARPARPS6 Inaterrdipt Mask Bit */
[/ SLI MR[ TOUT] = 6106; MaskBit*T1 MEOUT | nterrup

[ * set Target IP Address, FE80::1D0:AABB:CCDE
SLDIP6[: 15] = { OxFE, 0x8Q 0x00, 0x01, 0x00, 0x00, 0x00, 0x00,
0x13, 0x22, 0x33, OxFF, OXFE, OXAA, 0xBB, 0xCG;

- SOCKE¥less Command
SLCR[ARP6] commandransmits NSpacket

{
SICHARP§ = 861G /* set ARP6 Command */
while(SLCR != 0x00) ;/* Wait untii ARP6Command is completed */
}
- Response?

If there is NA packet from the destination, SLIR[ARP6]is set.

/* check ND Interrupt */
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if(SLIR[ARP6]== 6/t récpived NA Packet */

{
91 RCL R[ AR P/6 dleardnteéruptd */
goto SUCCESS;
}
else goto Timeout;
}
- Timeout?

If there is no NA packet from the destination, SLIR[TOUT]is set.

[* check TIMEOUT Interrupt*/
if(SLIR[TOUT]== 1)
{
SLIRCLR[TOUTF 81G /* clear Interrupt */
goto END;
}

else goto Response;

- SUCCESS

The destination hardware address is saved in SLDHAR.

dst_haddr[0:5] = SLDHAR[0:5]; /* get Destination hardware Address */
goto END;

7.6.4 PING6 (CMPvV6 Echo)
SLCRPINGS6] transmits ICMPv6 NS and PIN@&quest packet to destination IP address specified

by SLDIP6R. If ICMPv6 NA and ICMPv6 Echo PINEply are received from a destination,
SLIR[PINGS6]s set and destination hardware address is saved in SLDHAR. If there is no response
until retransmission time expires, SLIR[TOUT] is set.

Refer to 7.7 Retransmission .

- Configuration

Configure retransmission, PING6&TOUT interrupt mask, destination IP Address.
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{
START :
[* set SOCKEAless Retransmission Timer, 100ms(0x03E8) (unit 100us) */
/I SLRTR[0:1] = {Ox@, OXE8};
[* set SOCKETless Retransmission Counter, 5 */
/I SLRCR = 0x05
[* set Interrupt Mask Bt */
/' SLI MR[ Pl NG6 ] = 016; /! PI NG6 I nterru
/' / SLI MR[ TOUT] = antedupt MaskBit T1 MEOUT
/ * set Destination IPv6 Address, FE80::1D0:AABB:CCDE/
SLDIP6R: 15] = { OXFE, 0x8Q 0x00, 0x01, 0x00, 0x00, 0x00, 0x00,
0x13, 0x22, 0x33, OxFF, OXFE, OXAA, 0xBB, 0xCG;
}

- SOCKETfless Command
SLCR[PING6] commandransmits NSpacket and echo request packet.

{
SICHPINGG = 41§ /* set PING6 Command */
while(SLCR != 0x00) ;/* Wait until PING6Command is completed */
}
- Response?

If there is echo reply from the destination, SLIR[PING®6]is set.

{
/* check PING6 Interrupt */
if(SLIR[PING6]== 6 /1récgived PING6Packet */
{
Sl RCLR[ PI N@Ge&lgar Interrapt &/;
goto SUCCESS;
}
else goto Timeout?;
}
- Timeout? / SUCCESS

Referto 7.6.3 ARP6(ND, Neighbor Discovery) Timeout? / SUCCCESS
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7.6.5 DAD(Duplicate Address Detection)

SLCRNS executes DAD(Duplicate Address Detection) mechanism to destination IP address
specified by SLDI6GPRSLCR[NS]tansmits DAD NSacket.

If there is DAD NA packet from a destination, SLIR[NS] is set and the destination IP address is
invalid as a source IPv6 address If there is no DAD NA packet from a destination until
retransmission time expires, SLIR[TOUT] is set and the destination IP address is valid as a

source |IPv6 address Refer to 7.7 Retransmission .

Figure 27 shows the flow of DAD operation.

F Y

Configuration

A 4

SLCR[DAD] = '1'

[ SUCCESS j

A 4

(w )

Figure 27 DAD Operation Flow

- Configuration

Configures retransmission time, NS & TOUTinterrupt mask, and destination IP address.

{
START :

/* set SOCKETess Retransmission Timer, 100ms(0x03E§ (C3-, 100us) */
SLRTRJ[0:1] = {Ox@, OXES8};

/* set SOCKETess Retransmission Counter, 5 */
SLRCR = 0x05;
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/* set Interrupt Mask Bit */
SLI MR[ NS] dnterdufit 8ask Bit*/ NS
SLI MR[ TOUT] = 6106; MaskBE*¥ MEOUT I nterrupt

[ * set Target IP Address, FE80::1D0:AABB:CCDD *
SLDIP6R: 15] = { OXFE, 0x8Q 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x01, 0xDO, OxAA 0xBB 0xCC 0xDD};

- SOCKETless Command
SLCR[NS] tansmits DAD Npacket.

{
SLCRNS = 816 {* set NSCommand */
while(SLCR != 0x00) ;/* Wait untii NSCommandis completed */
}
- Response?

If there is DAD NA packet from the destination, SLIR[NS]is set and SLDIPR is invalidto use as

source IPv6 address

{
[* check NSinterrupt */
if(SLIRIN§ == 6 /1réckived DAD NA Packet */
{
SIRCLRNY = /*cled Interrupt */
goto Configuration;
}
else goto Timeout?;
}
- Timeout?

If there is no DAD NA packet received from the destination until the retransmission time expires,
SLIR[TOUT]s set and it goes to SUCCESS

[* check TIMEOUT Interrupt */
if(SLIR[TOUT]==1)
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{
SLIRCLRTOUT] = 81§ /* clear Interrupt */
goto SUCCESS
}
else goto Response?;
}
- SUCCESS

SLDIP6Ran be used as source IPv6address.

LLARO: 15] = SLDIP6: 15]; /* get Source Link-Local Address */
goto END;

7.6.6 RS (Router Solicitation)

SLCR[RS] transmits R$Router Solicitation) packet to | ink local all-router multicast address
(FF02::2). If there is an RApacket from a Router, SLIR[RS]is set and prefix length, flags, valid
lifetime, prefix lifetime , and prefix address of the RA packet are saved in PLR, PFR, VLTR,
PLTR and PARrespectively . If there is no RA packet from router until retransmission time

expires, SLIR[TOUT]is set. Refer to 7.7 Retransmission.

SUCCESS J

NO

(e )

Figure 28 RS Operation Flow
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*CAUTION: PLR, PFR, VLTR, PLTR, and PAR values are not processed properly when RA is received
but the first type of RAOption Field is not source link -layer address (0x01) and the second type is
not Prefix Information (0x03).  In this case, use IPRAW6 SOCKETto receive data of RA.

- Configuration

Configure retransmission time, RS &TOUT interrupt mask, router IP address.

{
START :

/* set SOCKETless Retransmission Timer, 100ms(0x03E8) (C3-, 100us) */

/I SLRTR[0:1] = {Ox@, OXE8};

I* set SOCKEAless Retransmission Counter, 5 */

/I SLRCR = 0x05;

[* set Interrupt Mask Bit */

' SL1T MR[ RS] = RSIbtérrupt Mask Bit /1

/' SLIT MR[ TOUT] = 0616; [/ T1I MEOUT I nterrup
}

- SOCKETless Command
SLCR[RS]ransmits RS packet.

{
SLCRRS = d16 {* set RSCommand */
while(SLCR != 0x00) ;/* Wait untii RSCommandis completed */
}
- Response?

If there is RA packet from a router, SLIR[RS]is set.

{
[* check RSinterrupt */
if(SLIRRY == 0/irécpived RAPacket */
{
SIRCLRRS = /[*0cledr interrupt */
goto Configuration;
}
else goto Timeout?;
}
- Timeout?
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If there is no RA packet during retransmission time, SLIR[TOUT] is set.

{
/* check TIMEOUT Interrupt */
if(SLIR[TOUT] == 1)
{
SLIRCLRTOUT] = 81§ /* clear Interrupt */
goto SUCCESS;
}
else goto Response?;
}
- SUCCESS

Prefix length, flags, valid lifetime, prefix lifetime , and prefix address of the RA packet are
saved in PLR, PFR, VLTR, PLT,Rand PAR respectively .

{
Prefix_length = PLR; /* RA Prefix Length */
Flags = RAFLGR/* RA Flags */
Valid_Lifetime = VLTR,; /* RA Valid Life Time */
Prefix_Lifetime = PLTR; /* RA Prefix Life Time */
Prefix_address[0: 15] = PARO: 15]; /* RA Prefix Address */
}

7.6.7 Unsolicited NA(Neighbor Advertisement)

SLCR[NA] transmitsunsolicited NA packet. Destination addressis automatically configured
FFO02::1(All-Node Multicast Address) and Target address is automatically configured by LLAR or
GUAR according to SLPR.

Because Uhsolicited NA is an unresponsive message SLIR [TDUT]is set when the transmission

is completed.

Figure 29 shows the flow of unsolicited NA operation.
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Figure 29 Unsolicited NA Operation Flow

- Configuration

Configure target address, address type and TOUTinterrupt mask.

{
START :
if (Target Address is Link Local Address)
{
LLARO: 15] = { OxFE, 0x80, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x12, 0x34, 0x56 };
SLPR= 0x10;
}
else / * Target Address is Global Unicast Address*/
{
GUARO: 15] ={ 0x20, 0x01, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00,
0x00, 0x00, 0x00, 0x00, 0x00, 0x12, 0x34, 0x56 };
SLPR = 0x11;
}
[* set SOCKETless TIMEOUT Interrupt Masking bit */
SLI MR[ TOUT] = 616;
}
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- SOCKET¥less Command
SLCR[NA] tansmits unsolicited NA packets to all -node.

{
SLCIRNA] = 618 ; /* set Unsolicited NA Command */
while(SLCR != 0x00) ;/* Wait until Unsolicited NA Commandis completed */
}
- Timeout

SLIR[TOUT]s set when the transmission is completed.

{
[* check TIMEOUT Interrupt */
if(SLIRTOUT] == 1)
{
SLIRCLR[TOUTI]= 861G /* clear Interrupt */
goto SUCCESS;
}
}

7.7 Retransmission

7.7.1 ARP & PING& ND Retransmission
When there is no response from a destination against of ARFR PING ND Packet, ARP PING ND

retransmission is performed. In the retransmission process, the request packet is retransmitted
every RTR until the response packet is received. And if the count of retransmission exceeds

RCR, TIMEOUT occurs. Theelow table showsretransmission TIMEOUT ARRo, PING;o NDrg).

ARRo, PING;q NDro = (TIMEOUT4 X 0.1ms) X (TIMEOU s+ 1)

TIMEOUTJ, = SLRTR or Sn_RTR
TIMEOUEnr = SLRCR or Sn_RCR

Ex) TIMEOUTa = 2000(0x07D0), TIMEOU Eyr = 7(0x0007)
ARRo= 2000 X 0.1ms X(7+1) = 1.6s

ARR occurs when there is no responsefrom a destination in ARP -process by Sn_CR [CONNECT]
in TCP4 mode, Sn_CR[SEND] in UDR4 IPRAW4 mode and SLCR[ARP] irBOCKETless command.
Sn_IR[TIMEOUT] or SLIR[TOUT] is set b§RR,
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PINGo occurs when there is no response from a destination in ARP -process by SLCR[PING] and
SLCR[PING®6] or no PIN@eply from a destination after ARP -process
SLIR[TOUT]s set by PINGo.

NDro occurs in the ND process by Sn_CR[CONNECT®6] in TCR TCPD mode, Sn_CR[SENDS6] in
UDP6& UDPD& IPRAW6 mode, SLCR[ARP& SLCR[NSE SLCR[RSIn SOCKETless command.
Sn_IR[TIMEOUT] oBLIR[TOUT]s set by NDyro.

7.7.2 TCP Retransmission
When TCPmode SOCKET o e s n 6t r eacket frora a de€tiation against of SYN, FIN

or DATApacket sent, TCP retransmission is performed. In TCP retransmission process, the
packet is retransmitted every Sn_RTR until the ACK packet from the destination is received.
And if the count of retransmission exceeds Sn_RCRSOCKET TIMEOUT occurs.

The below table shows the TCP Retransmission TIMEOUTTCR:).

4#0 4) - %l 54¢ 4) - % 54- 4) - % 54 Wi o0

N: Retransmission Counter, 0 . -

M : Minimum value of TIMEOUTa. ¢ 65535and0 - 4) - %/ 5,4
TIMEOUVa = Sn_RTR

TIMEOUEnT= Sn_RCR

TIMEOUTaxwal: TIMEOUVAL G

Ex) RTR = 2000(0x07D0), RCR &0x0007)
TCRo= (0x07D0+0x0FA0+0x1F40+0x3E80+0x7D00+0xFA00+0xFAQ00) X 0.1ms
= (2000 + 4000 + 8000 + 16000 + 32000 + {{ - 5) X 64000)) X 0.1ms
=190000 X 0.1ms =19.0s

TCR occurs by CONNECT, CONNECT6, SEND, SEN&®I DISCONommand in Sn_CR and
Sn_IR [TIMEOUTis set by TCRo.
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7.8 Others Functions

7.8.1 Ethernet PHY Operation Mode Configuration
PHYoperation mode (Speed Duplex) is set by PHYCRO and it becomes valid after Ethernet PHY

HW reset. PHY operation mode can be checked with PHYSR[5:3Jand link state with PHYSR[2:0]
after Ethernet PHY link up.
PHYCRO can be configured only whenPHYLCKRs unlocked.

Ex) Setting PHY Operation Mode
PHY_10FDX :

{

/* PHYCRO & PHYCR1Unlock */
PHYLCKR 9x53;

/* Set PHYCRO0100/10BASE & Full/Duplex */
phy_mode= @® // Auto Negotiation

' phy mode =//100BASE-dX FDX
' phy mode =//100BASE-&X HDX
' phy mode =//10BASETX FDX
' phy mode =//10BASELTX HDX
PHYCRO[2:0] = phy_mode;

/* PHY Reset Process */
PHYCRIRST =61 6
Wait Tprsi //referto  9.3.1 Reset Timing

/* PHYCR) & PHYCRI1Lock */
PHYLCKR 9x00; //f orLock, write any value

/* w ait until PHY Link is up */
while(PHYSR[LNK] !=00);

/* read PHYSR */
If((PHYSI5:3] ==phy_mode)) SUCCESS
else FAIL;
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7.8.2 Ethernet PHY Parallel Detection

If the link parther d o e s n 8 t astaregobtation, embedded Ethernet PHY of W6300 makes

a link via parallel detection.

*CAUTION: The duplex mode mismatch like 10F/10H may decrease the network performance.

Link Partner
Auto 10H 10F 100H 100F

PHY

- 100F| 10H| . 10F| . 100H| - 100F
Auto O

100F ~ |10H | 10H ~ |[100H ~_ |100H
Manual o 10H| . 10H| . 10F| S
10H 10H - [10H . |10H ™~
Manual o 10H| . 10H| . 10F| ~
10F 10F . [10F . |10F g
Manual o 100H| S . 100H| - 100F
100H 100H - |100H - |100F
Manual S 100H| ) - 100H| . 100F
100F 100F | 100F . |100F -

7.8.3 Ethernet PHY Auto MDIX
W6300 supports auto-MDIX whenEthernet PHY is set as auto-negotiation ( PHYCRO[MODH =

@09), symmetric transformer ( Figure 33 Transformer Type ) is used in this case.

Without auto-negotiatio n, auto-MDIXcannot be supported, hence cross UTPcable should be
used.

*CAUTION: If any mode among all n odes make link support auto-MDIX, then both straight or cross

UTP cable can be used.

7.8.4 Ethernet PHYPower Down Mode
In case of PHYCR1[PWDN] é@l8 Ethernet PHY enters power down mode and SYS_CLks changed

to 25MHz

In case of PHYCR1[PWDN] & 0 Bthernet PHY enter normal mode and SYS_CLKs selected by
SYCR[CLKSEL].

Refer to 4.1.5 SYCR1 (System Wnfig Register 1) .

Enter Power Down mode :

{
/* PHYCRO & PHYCRI1Unlock */
PHYLCKR 9x53;
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/* Enable Power Down Mode */
PHYCRIPWDN =4alg

[* PHYCRO & PHYCRI1Lock */
PHYLCKR 9x00; // for Lock, write any value

/* wait until clock is stable switched */

Wait Tprsi // referto 9.3.1 Reset Timing
}

Exit Power Down mode :

{

/* PHYCR) & PHYCR1Unlock */
PHYLCKR 9x53;

/* e nable Power Down Mode */
PHYCRIPWDN = 60§

/* PHYCR) & PHYCR1Lock */
PHYLCKR 9x00; // for Lock, write any value

/* w ait until Clock is stable switched */

Wait Tprsi // referto 9.3.1 Reset Timing

/* w ait until Clock is switched 25 to 100MHZz/
Wait T g /I referto 9.3.1 Reset Timing

7.8.5 Ethernet PHYGs Registers Control

Ethernet PHY registers can be accessedvia MDC/MDIO (Management Data Clock/Input Output)
interface . W6300integrates MDC/MDICOcontroller, and the HOSTcontrols it through PHYDIVR,
PHYRAR, PHYDOR, PHYDl#hd PHYACR

Figure 30 shows MDC/MDIOWrite Control Flow .
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Figure 30 MDC/MDIOWrite Control Flow

- Config PHY Register Address
Store the address of PHYregister to accessPHYRAR

{
START :
[* set PHY Register Address into PHYRAR */
PHYRR =0x00; /* BMCR Addresss 0x00 */
}

- Config Input Data
Store 16bits data which to write to PHY register into PHYDIR & PHYDIR.
The most significant 8 bits data in PHYDIR1 /the least significant 8 bits data in PHYDIRO.

{
/* declare 16bits variable */
Data = 0x8000; /* set RST bitin BMCR */
PHYDIR1= (Data & OxFF00) >> 8 /* set upper 8bits Data */
PHYDIRD = Data & OxO0FF /* set lower 8bits Data */
}

W6300 o Hardwired Dual TCP/IP Stack Controller 133/146



6‘? IZnet

- Write Access / Complete?
If PHYACR is set o xOd® data in PHYDIR is written to PHY register, which is designated in
PHYRAR. PHYACR will be cleared automatically.

PHYACR= 0x01; /* set Write Access */
while(PHYACR != 0);/* wait until MDC/MDIO Control is complete */

Figure 31 shows MDC/MDIO Read Control Flow

Config PHY Addr

L

Read Access

~
-
r

Read Output Data

L 4

(oo )

Figure 31 MDC/MDIO Read Control Flow

- Config PHY Register Address
Stores the address of PHYregister to accessPHYRAR

{
START :
[* set PHY Register Address into PHYRAR */
PHYRR =0x01; /* BMSR Addressis 0x01 */
}
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- Read Access / Complete?

If PHYACRs sett o xO2 @data in PHY register, which is designated in PHYRAR transfers to
PHYDOR. PHYACR will be cleared automatically.

PHYACR= 0x02; /* set Read Access */
while(PHYACR != 0);/* wait until MDC/MDIO Control is complete */

- Read Output Data
Data in PHYregister is stored to PHYDORO0& PHYDOR1
The most significant 8 bits in PHYDOR1/ the least significant 8 bits in PHYDORO.

Data = (PHYDOR1& 0x00FF) << 8; /* get upper 8bits Data */
Data = Data + (PHYDORO & OxO0FFY* get lower 8bits Data */

7.8.6 Ethernet PHY 10BASEe Mode
W6300Ethernet PHY can operate in 10BASETe mode and below is the setting procedure.

/* PHYCRO&PHYCR1 Unlock */
PHYLCKR 9x53;

[* Enable Auto -negotiation */
PHYCR®:0]=60Q0d

/* set PHY-Te Mode */
PHYCR1[TEE® % &

/* PHY Reset Process */
PHYCRIRST=6 1 6
Wait Tprs7  // referto  9.3.1 Reset Timing
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8.  Clock & Transformer Requirements

8.1 Quartz Crystal Requirements.

Table 10 Quartz Crystal

Parameter Condition / Description Min Typ | Max | Unit
Frequency(F) 25 MHz
Frequency Tolerance At25C -50 +50 ppm
Frequency Stability 1 Year aging. -50 +50 ppm
Load Capacitance (C,) ESR =300 12 pF
Feedback Resistor(Rr) External resistor M 2
Startup time W6300Reset 60 ms
Trans-conductance(gnm) 16.7 mA/NV
Gain Margin (gain margin) 08@iNmargin = Om/ Omerit 6.99 dB

Co® : The Packaging Parasitic Shunt Capacitance.
C® : Load Capacitance. eq) C. = (C1 X G2) / (C 11 X G2) + Cs
Ci1, G2 : External Capacitances of the circuit connected to the  crystal (Typically, C 11 = G2
Gs: Stray Capacitance of printed circuit board and connections.
gmert : Oscillator loop critical gain. €q) g meit =4 x (ESR+ Rk  ( 22& ) G)?
ESK) : Maximal equivalent series resistance. eq) ESR = Rm X (1 + G/C.)?
Rext : Resistor for limiting the drive level(DL) of the crystal.
DL® : The power dissipated in the crystal. Excess power can destroy the crystal.
R?: Feedback resistor.

Co, Ci, ESR and DL are provided by the crystal manufacturer.

The W6300has no feedback resistor. Therefore, it must be inserted outside.

*Figure 32 shows Crystal circuit modeling.

N CLK_25M
L
XSCI W6300 XSCQO
NN
R: REXI?

XTAL Model-
R
] CO
qu QzT

Figure 32 Quartz Crystal Model
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Table 11 Crystal Recommendation Characteristics

Parameter Range
Frequency 25 MHz
Frequency Tolerance (at 25p ) +30 ppm
Shunt Capacitance 7pF Max
Drive Level 500uW
Load Capacitance 12pF

Aging (at 25p )

+3ppm / year Max

8.2 Oscillator requirements.

Table 12 Oscillator Characteristics

Parameter Condition / Description Min Typ Max Unit
Frequency 25 MHz
Frequency Tolerance At25C -50 +50 ppm
Frequency Stability 1 Year aging. 25 C -50 +50 ppm
Clock Duty 50% of waveform 45 50 55 %
Input High Voltage - 0.97 | - Vv
Input Low Voltage - 0.13 | - Y
Rise/Fall Time 10% to 90% of waveform 8ns
Start Up Time - - 10ms
Operating Voltage 1.08v | 1.2V | 1.32V
Aging (at 25p ) +3 / year Max ppm

8.3 Transformer Characteristics
Table 13 Transformer Characteristics
Parameter Transmit End Receive End
Turn Ratio 11 1:1
Inductance 350 uH 350 uH
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PHY-side RJ45-side PHY-side RJ45-side
TD+ TX+ TD+ o{1ls TX+
3¢ bt 3l[¢ L
Ter—— 3 e | cur TCT 35 —
TD- 3¢ l I - TD- L — '_/\_' |—Tx.
1:1 1:1 CMT
RD+ | | o 1I[s RX+ RD+ o11ls | I RX+
=== jH: CMT RCT Rl
RD- rml-" Jlie RX- RD- ——— '—"—r“]——Rx-
Asymmetric Transformer Symmetric Transformer
Figure 33 Transformer Type
8.3.1 MDIX
W6300 supports Auto-MDIXonly when W6300 is in Auto-negotiation mode.
9.  Electrical Specification
9.1 Absolute Maximum ratings
Table 14 Absolute Maximum ratings
Symbol Parameter Rating Unit
Vbb DC Supply voltage -0.5t0 4.6 \%
Vin DCinput voltage -0.5to0 4.6 V
Vour DC output voltage -0.5t0 3.63 \%
Iin DC input current 20 mA
Top Operating temperature -40 to +85 C
Tamax Maximum junction temperature 125 C
Tste Storage temperature -65 to +150 C

*COMMENT Stressingthe devi ce beyond the 6Absolute Maxi mum Ratings?®

damage.

W6300 o Hardwired Dual TCP/IP Stack Controller 138/146



@}Znet

9.2 DC Characteristics

Table 15 DC Characteristics

(Test Condition: Ta = 340 to 85°C)

Symbol Parameter Test Condition Min Typ Max Unit
Vb Supply voltage Apply VDD, AVDD 2.97 3.3 3.63 \%
High level input
Vi1 2.0 - - vV
voltage
Low level input
Vi - 0.8 \Y,
voltage
Schmitt trig Low to ]
) All inputs except Analog
V1 High Threshold 0.8 1.1 - V
_ PINs
point
Schmitt trig High to All inputs except Analog
Vi - 1.6 2.0 Y,
Low Threshold point | PINs
Junction
T, -40 25 125 °C
temperature
Input Leakage
I °1 °10 mA
Current
Rou Pull-up Resistor 40 75 190 KW
Rep Pull-down Resistor 30 75 190 KwW
Low level output IOL =2.0mA ~ 8.0mA
VoL 0.4 V
voltage All outputs except X SCO
High level output IOH =2.0m ~ 8.0mA,
Vou 2.4 Y,

voltage

All outputs except X SCO
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9.3 AC Characteristics
9.3.1 Reset Timing

i Reset i Normal i Low frequency E Normal
i state | state ! state | state

I i | p_— T,
:I TRrst y | :'TFL': L
RSTn \ / ; P P
| T H | i .
: . STA__ ! L L
Internal | ' b Do
Reset | | - Terst o
Clock Switch® : : { i :
i 1 ) - [

100Mhz Clock 25Mhz Clock 100Mhz Clock

Figure 34 Reset Timing

Table 16 Reset Table

Symbol Description Min Typ Max
TrsT Reset Time 350 ns 580 ns 1.0us
Tsta Stable Time - 60.3 ms

Fast to Low Time by MR2[CLKSEL] 100 ns -
TrL Fast to Low Time by PHYCR1[RST] or
300 ns
PHYCR1[PWDN]
PHYAuto Reset Time 0.6 ms -
TersT PHY Power DownTime 200 us
Clock Switch Time 200 ns
Low to Fast Time by MR2[CLKSEL] 100 ns -
Tir Low to Fast Time by PHYCR[RST or
100 ns
PHYCR[PWDN]

*COMMENT: PHY power -down mode has Trand Tie(In PHY power -down mode, SYS_CLK switches
to low clock. After Tg_, users can disable PHY power-down mode.

*CAUTION: Users must not set PHY auto reset and PHY power-down mode at the same time .
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9.3.2 BUSACCESS TIMING

9.3.2.1 READ TIMING
Ten .,
M P :Tn;c Hiﬁ
*." : T Dy
Csn : = , ] ‘.
A L :
i Taposs ! . ! ; i
RDn i‘ I Teo pf— TR0 :Ihl :
! i J W
ADDR[1:0] —( i )—( )7
‘i i= Toatas I .ﬁl 'I'
DAT[7:0] ; : % Valid Data Valid Data
i : 4 '
Figure 35 BUSRead Timing
Table 17 BUSRead Timing
Symbol Description Min Max
TapDRs Address Setup Time SYS CLK
Ter CSnLow to /RD Low Time 0ns
Tes CSnLow Time 4 SYS_CLK
Tre RDnHigh to CSnHigh Time Ons
Tesn CS1 Next Assert Time 3 SYS_CLK
Tro RDn Low Time 4 SYS_CLK
Tron RIn Next Assert Time 3 SYS_CLK
ToaTas Data Setup Time 3 SYS_CLK+5ns
9.3.2.2 WRITE TIMING
Tesn ,
' Tew | Twe —»
_"ﬂ_’i Tes E._P
CSn E H ' A
: TADDR: E !_! I E
WRn ( Twe o Twen
. ; J—
ADDR[1:0] 4( i ! )—( )—
i Toaran : -
DAT[7:0] 4( " ¥ )——( )7

Figure 36 BUSWrite Timing
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Table 18 BUSWrite timing

Symbol Description Min Max
TapDRs Address Setup Time SYS_CLK

Tew CSh Low to WRn Low Time Ons

Tes CS Low Time 4 SYS_CLK

Twe WRh High to CSh High Time Ons

Tesn CS1 Next Assert Time 3 SYS_CLK

Twr WRh Low Time 4 SYS_CLK

Twrn WRh Next Assert Time 3 SYS_CLK
TpaTas Data Setup Time 2SYS _CLK

9.3.3 SPIACCESS TIMING

i TCSS i i TCSH i TCSH
QSPI_Csn \ R
| foTwn o Tw i
ETDSE TDHE i
e :
D[3:0] —CX Bii.i N1 X X Bit N-2 X ) :X Bit0 i
: Instruction ! Instruction Write Data '
Figure 37 QSPI Write Access Timing
v Tess i i Tesn i Tesn
QSPI_CSh \ i
?  Twn : i i
— = o
QSPI_CLK \ }: & / \ / \ i
—— " s
5 ST § ST G
: Instruction : Read Data : Read Data !
Figure 38 QSPI Read Access Timing
Table 19 SPI Access Timing
Symbol Description Min Max Units
Fsak SQK Clock Frequency 75 MHz
Tess CSnSetup Time 3 SYS_CLK ns
TesH CSnHold Time 2SYS_CLK ns
Tes CSnHigh Time 2 SYS CLK ns
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Twh SQK High time 6.5 ns
Twi SQK Low Time 6.5 ns
Tos Data Setup Time 3 ns
Ton Data In Hold Time 3 ns
Toi Data Invalid Time 7 ns

10. Package Information

10.148LQFP(EPAD)

. D D2 R
) Innnnonona
43 37
LOOTanana 7 N
11:(/\0 %:135 —] 1
— — =
—] — —
— — — m
—— — — —
— — | W — o
— — —] D
— — — »
— — —] \ v
12 EQ 0225 1 \ y / ’_I ®
[TTTTITTIg UIUTUuuoOi
&
Y . S
e S 4 1
b3 oY )
L1
Figure 39 48LQFP(EPAD)Dimension
Table 20 LQFP48VARIATION$ALL DEMINSIONS SHOWN IN MM)
SYMBOL MIN NOM MAX
A - - 1.60
Al 0.05 -- 0.15
A2 1.35 1.40 1.45
b 0.17 0.22 0.27
c 0.09 - 0.20
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D 9.00 BSC

D1 7.00 BSC

E 9.00 BSC

El 7.00 BSC

e 0.50 BSC

L 0.45 0.60 0.75
L1 1.00 REF

ql 0° 3.5° 7°

NOTES

1. JEDEC OUTLINBVIS026 BBGHD (THERMALLY ENHANCED VARIATIONS ONLY)

2. DATUM PLAN[H IS LOCATED AT THE BOTTOM OF THE MOLD PARTING LINE COINCIDENT WITH
WHERE THE LEAD EXITS THE BODY

3. DIMENSIONS D1 AND E1 DO NOT INCLUDE MOLD PROTRUSION. ALLOWABLE PROTRUSION IS 0.25
mm PER SIDE. DIMENSIONS D1 AND E1 DO INCLUDE MOLD MISMATCH AND ARE DETERMINED AT
DATUM PLANH.

4. DIMENSION b DOES NOT INCLUDE DAMBAR PROTRUSION.

10.248QFN
! D2 £0.35X45"
@ ‘ 5 | !
JUuuuuuuuuul
I 36 —
| - | g
S s S S NN < N A
\ Bt g
[ ) ! d
| > | =
i ) | -
| 25 ) , T
0 Qﬂﬂﬂﬂﬂiﬂﬂﬂﬂﬂg
L K

|
N I
[—]o.08 max.[C] AL

SEATING PLANE
>
- e b

ey

Figure 40 48QRN Dimension
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Table 21 QFN48VARIATIONS (ALL DEMINSIONS SHOWN IN MM)

SYMBOL MIN NOM MAX
A 0.80 0.85 0.90
Al 0.00 0.02 0.05
A3 0.203 REF
b 0.20 0.25 0.30
7.00 BSC
E 7.00 BSC
e 0.50 BSC
D2 5.25 5.30 5.35
E2 5.25 5.30 5.35
0.35 0.40 0.45
K 0.20 -- --
LEAD FINISH Pure Tin Vv PPF X
JEDEC CODE N/A
NOTES

1. ALL DIMENSIONS AREMILLIMETERS
2. BILATERAL COPLANARITY ZONE APPLIES TO THE EXPOSED HEAT SINK SLUG AS WELL AS THE
TERMINALS.
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